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¢

SECGRET

1
Class BIRD By HSI0G Fhdliosiel

i ol 1.4 (O}

et BOIASSIFY OM: 10-31-7032
i DATE: D1-7D-201%6
(VN) (FBI)
To: |(cD) (FBN] l(wWF) (FBI)
Cc: [cb) (FBI |(CG) (FBI)] |
(JN) (FBH] | (O10) (FBI) bl
Subject: RE: Lead for Vienna--] b3
{5) b6
b7C
Legat Vienna
From: l ] (CD) (FBI) bl
Sent: mmwm_&;fos 3:43 Pr\il 1 b3
To: (VN) (FBI); WF) (FBI)
Cc: (CD) (FBD] Jcey (rer; [ Jon (e kwe) (FB1)  P6
Subject: RE: Lead for Vienna b7cC
SECRET_
{§}-RECORH - |
] b1
b3
,i,3,},,,,,,,,,,N,ot,a,,p,rob,lem,|,,, I b6
[ [ Thanks again. b7cC
b7E
ucl |
I| [Bocm 4133
----- Original Message-----
From: l kvny (FBI) b1l
Sent: Mnndeamh.&ZQ.Qﬁ.f:w AM b3
To: (cD) (FBD] kwrF) (FBI b6
Cc: lco) (FBI); lce) (FBI)} | Ny (rBI; | [wr) b7
(FBL) c
Subject: RE: Lead for Vienna
{8} REGORAE |
(3) Hello | The delay is ok. | am on Seattle inspection from 4/1/-15/06. | b1
L T — | b3
b6
Please cc my Acting ALAT| | on any future traffic. She will be in Vienna while | am gn inspection. b7C
|Thanks' | SEARGHED, . TNDEXED . é/ Lé/pé
Legat Vienna SERIALIZED e FILED )
S I |
From: l kep) l&]FBI) ~~~~~~~~~~~ —
Sent: Friday, March 24, 2006 10:22 P] ESl - WASHINGTON FIELD, A St } )
To: (WF) (FBI) KNy THBI \
Cc: (CD) (FBI) L,__.|_|:...._i;@(_x_‘ SEHIALIZED o FILED :
Subject: RE: Lead for Vienna , b1
SECREL I W(//% APR 1 9 2006 b3
el Ll
(8}~ REGORD| " | ﬂW"/ - TEGAT ATTACHE = VIERTR b6
"Zdl - b7C

 SECRET

V"M

WHEHE SHOWH OTHERW I &F

ALl THPGRATION CONTATHED
EEERIN 5 HNCIARSTFRIRD BECERT




s L

— b1
b3
‘ b6
I b7c
—_— b7E
| Many Thanks. | |
ud] |
I|Room 4133
----- Original Message-----
From: lowF) (FBI)
Sent: I_'Eu.es.daL_M.aLdJﬂJIOOG 8:32 AM
To: (VN) (FBI)
Cc: [ | (cp) (FBI)
Subject: RE: Lead for Vienna
_SECRET_ pL
TSR T E— b3
{5 RECORD| | e
b7C
| really appreciate vour recommendations!
1oy
iy
| Thanks for your help!
----- Original Message-----
From: VN) (FBI)
Sent: Tuesday, March 21, 2006 8:09 AM
To: 1(WF) (EBD)
Cc L Tonyen] lcG) (FBL)
Subject: RE: Lead for Vienna
b1l
SEERET b3
{8 RECORD] | b6
b7C
See my last email. | will be out of town.. But we can arrange it.
From: l |(WF) (FBI) bl
Sent: Tuesday, March 21, 2006 1:57 PM b3
To: VN) (FBI) b6
Cc: (CD) (FBL); |:|(w1=) (F1);] fwr) (Fe1)
Subject: FW: Lead for Vienna b7C
(Sj ,,,,,,,,,,,,,,,,,, "RECORDY e




R T

Correction: The case Agent !ould need additional time to prepare. Thegj of next week would be better.

(March 30th - 31st) or any time after these dates. Please advise. Thanks!
A/ASA(Q
Office:
Cell:
bl
-----Original Messagezzzz- b3
From: (WF) (FBI) b6
Sent: Tuesday, March 21, 2006 7:48 AM
To: VN) (FBI) b7C
Cc: [ | (co) (FBDY}| |(wF) (FBD)
Subject: RE: Lead for Vienna
5 EPCREE
(8} REcORD |
— b1
b3
b6
B b7c
Please advise. Thanks!
A/ASAC
Office:
Cell:
----- Original Messagg-----
From: [ Jvny (FBI)
Sent: 2006 7:30 AM
To: | (WF) (FBI)
Cc: WF) (FBI)
Subject: FW: Lead for Vienna
SEEeRET. bl
{8 ~.RECORD| | b3
b6
b7¢C
I
Legat Vienna
From: l ] (CD) (FBI) b6
Sent: Thursday, March 16, 2006 1:09 PH b7¢C
To: VN) (FBI); (010) (FBI)
Cc: (CD) (FBI); lewE) (FRD)| J(o10) (FBI);
| (WF) (FBI); | (CD) (FBI); DESLAURIERS, RICHARD (CD) (FBI)
Subject: RE: Lead for Vienna




{5) RECORD : bl
b3
b6

]
b7E
This is good news. Thanks again. We have the benefit of having:| at WFO and 14 : |
from my Unit who have been involved in this case from the get go. Their institutional knowledge of this
case has made it easy for us at H |
)
Thanks again for your continued support of this case. Regards,|:|
ud
.ALBmm_il‘l%
----- Original Message-----
From: l Jovn) (FBI)
Sent: IIhuEd.EM..Mi.Eh.lﬁ.MI4257 AM
To: (cp) (FeD)] | (010) (EBD)
Cc: [ (CD) (FBI); [wr) (B | (010) (FBI);
1 (WF) (FBI); ](CD) (FBI); DESLAURIERS, RICHARD (CD)
(FBI)
Subject: RE: Lead for Vienna b1
_SEeRET b3
{5} RECORD| } b6
‘ b7C
Helld_____] Legat Vienna is pleased to support HQ/WFO in this investigation| |
——— |
(S} ...................................................................................................
Thank you for you assistance.
Legat Vienna
From: | |(cD) (FBI) b6
b7C
4
]




M 2006 7:11 PM
(VN) (FBIM

Sent:
To: Loo10) (FED)
Cc: (CD) (FBI) WF) (FBI)] (010} (FBI);
(WF) (FBI) |. (CD) (FBI); DESLAURIERS, RICHARD (CD)
FBD) :
Subject: RE: Lead for Vienna
SECRET
{5} RECORH——————————""""""""— | bl
b3
b6
[ ] b7C
b7E
L B
I Thank Legat
Vienna for the continued support and with the expeditious handling of this lead. | am on inspection but
can address e-mail as they come in. Many Thanks.
ucl |
Il_lm_Af 33
----- Original Message-----
From: Jviy (FaI)
Sent: 2006 9:49 AM
To: (QT0) (FBI)
Cc: | (cD) (ra1y; | () (re)] lwr)
FBIY;] 1(010) (FBTy
Subject: RE: Lead for Vienna bl
b3
SECGRET_ b6
(3}-RECORH ] b7C
e
Legat Vienna
<< File: cp06058a.ec >>
From: | [(WF) (FBI)
Sent: Tuesday, March 07, 2?06 9:39 PM
To: YIN) (FBI)
cc: kco) (Feny; | (oG I )
(FB)
Subject: Lead for Vienna b3
b6
SECRET b7C
[23 RECOR
i E——




— (non-secure, with voice mail) or|
copies were mailed out today.

Thanks

If Vienna hgny questions, please call me at
(secure, no voice mail). The hard

WFOi inew squad designator due to this week's reorganization at WFO)

<< File: cp06058a.ec >>

DER\VED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelligence

Investigations
DECL%SSIFICATION EXEMPTION 1

DERIVED FROM: G-3 FBI Classificatigh Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIRICATION EXEMPTION 1

l%

DERIVED FROM: G:3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION\EXEMPTION

S

DERIVED FROM: G-3 FB| Classffication Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXENPTION 1

DERIVED FROM: G-3 FBI Clagsifigation Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

S

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SESRET

bl
b3
bé
b7C




N

' DERIVED I*\ROM: G-3 FBI Classific.(ation Guide G-3, dated 1/97, Forei!n Counterintelligence
Investigations
DECLASSIFI|§ATION EXEMPTIQé 1

SESGRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelligence Investigations

DECLASSIFICATION EXEMPTION 1
T

DERIVED FROM: G-3 FBI Aéation Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

/ \,
DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

SECRET /
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'

(Rev. 01-31-2003)

“Sperat”

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Washington Field

From: Counterintelligence

Attn:

Date: 04/21/2006

SSA

VRoom_4133

Contact:

IA/08|

Approved By:|

bl

(v

/3

b3

Drafted By: |

bé

kced b7c

Case ID #: (8)

Synopsis: &

b7E

| | (Pending)
UNKNOWN SUBJECT (S) ;

FALSE INFORMATION PROVIDED TO
U.S. GOVERNMENT RE IRAQI EFFORTS
TO OBTAIN URANIUM FROM NIGER;
FCI-PERCEPTION MANAGEMENT (X)

FBIHO notes receipt of| |

. Details: 3

On January 12,

om : =3
Yy On: 1

Deri
Decl i

2006,

Point of contact in this matter is IA/OS|:|

...................................... €s§
f@} ........... r

| (gsecure), Room 4133, secure

facsimile |

CILAERTIRIED By: HNElOOG POAMOSEA4D

BEasON: 1.4 (0}
DECILAS Py OH: 10512051
m: ol-20-00 006

ali IHFCRMATION (OHTATHED

L_Assmmm}(
SA —

SQUAD_L '

DATE S22

SBSRET

EEREIN 5 HNCIASSTFIRD BACKET

WHERE SEOWH OTHEBRWIEE

b7E

b7E

b7D
b7E

b6
b7C
b7E




i’*‘v ft\z- '

To: Counterintelligence

Re: (8)

*"

SECRET_
From: Counterintelligence
04/21/2006 b1
b3
SECRET.
2
o e




A A
‘ e o

(Rev. 01-31-2003)

SECR 25X1

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/12/2

006

To: Washington Field Attn: SSA

From: Counterintelligence
Room 41233

Contact: IA/OS

Approved By: ﬂv/
Drafted By: | tced
Case ID #: (S) | | (Pending)

{g,},,,,,,,,,,,,,Titl,e,,: ,,,,,,,,,,,,, (;Q UNKNOWN SUBJECT (S) ;
‘ FALSE INFORMATION PROVIDED TO
U.S. GOVERNMENT RE IRAQI EFFORTS

FCI-PERCEPTION MANAGEMENT (X)

|
| TO OBTAIN URANIUM FROM NIGER;
|
\
|

Q! DesIved Froy +—&-3
Dec i fy Oii: X1

o oL 1

Detajilg: M FRTHO anthaority i aranted 'FnY'I

C o amsirIED BY: HNe10G @ PFH4MSSK40

REASON: 1.4 (C} SECRET//ANOFORN/7/25X1

DECLASSTFY ON: 12-31-2031

DATE: 01-20-2016 . {7
Lfllo

AL THFORMATION CONTATNED

HEREIN IS UNCLASSIFIED EXCEPT K;}1\ »

WHEHE SH0WH OTHERM 5F

SEARCHED,
SERIALIZED

INDEXED

FILED o

JUN 0 9 2606 p6\

GTON FIELD

|

T

bl
b3
b6
b7C

b7E

b7E

b7E

b6
b7C




Washington Field From:

.r

“SECRET//NOFORIN//25XT_

(s) |

| 05/12/2006

Counterintellige

To

Re

=
I

*

(secure) ,

SEC

Room 4133,

X1

secure facsimile

bl
b3
bé
b7cC
b7E
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(Rev. 01-31-2003)

SE X1

‘

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/12/2006
To: Washington Field Attn: SSA |
From: Counterintelligence
Room 41323
Contact: IA/OS|
bl
Approved By: } b3
b6
Drafted By: | |: cea 5 b7C
Case ID #: (S) | | (Pending) 1
{U} Title: {8 UNKNOWN SUBJECT(S);
FALSE INFORMATION PROVIDED TO
U.S. GOVERNMENT RE IRAQTI EFFORTS
TO OBTAIN URANIUM FROM NIGER;
FCI-PERCEPTION MANAGEMENT (X)
bl
(EIE b3
(>S<)<>m Der rom :
' Dec i On:
() | b7E
m% »»»»»»»»»»»»»»»»»»» R eference(X) ig
b7E
18
CLASSIPIED BY: NSICG P54M93R42 SE %1 SEARCHED, INDEXED
REASON: 1.4 (C) SERIALIZED . FILED oo
DECLASSIFY ON: 12-31-2031 @\
DATE: 01-20-2016 O A //,(7/% JUN 0 ¢ 26060\Q be
ALL INPOBMATION CONTAINED b ﬁ' | EBI. WASHINGTON FIELD ' b7C
HEREIN IS UNCLASSIPIED EXCEPT }

WHERE =HOWN OTHEBWISE




To:
Re:

‘

Washington Field From: Counterintellige
(8) 05/12/2006

SECR 25X1

Nwwwwf“¥§§ Point of contact in this matter is IA/OS

| (secure),[____] Room 4133, secure facsimile

bl
b3
bé
b7C
b7E




' (Rev.01-31-2003) ” “
_SEERET_
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/30/2006
To: Counterterrorism Attn: | |UC| |
| Room| | |
0T ] |
Room | |
[ | ssal |
I
Counterintelligence Attn: I:lAsia/Near East, |
I_UF_. sia/Near East.
SSA| |
Room 4133
Asset Reporting and
Validation,
ucC
From: Washington Field bl
| | b3
Contact: SA| bé
b7¢C
Approved By: @ b7E
Drafted By: ipm oM
| (3)
Case ID #: (S) (Pending) —
i Title: (3  UNKNOWN SUBJECT (S);
FALSE INFORMATION PROVIDED TO
U.S. GOVERNMENT RE IRAQI EFFORTS
TO OBTAIN URANIUM FROM NIGER;
FCI-PERCEPTION MANAGEMENT (X)
Synopsis: (S) | bl

b3

M (U} Deri rom =
Dec1M

ki
i

SECRER”

CIASEIFIED BY: HSTOOG Fo4Moian
HEAEOH: 1.4 [0}

DECIAS= T FY ON: 10 331 -5d-7

DAaTE: o1-20-24016

A1 INFORMATION CONTAINED
HEREIHW 15 URNCIASSIFIRD BACEET
WEERE SHOWH OTHEBWISE




o __ oo

To: Counterterrorism From: Washington Field
Re: (9) 05/30/2006
LEAD (s) :

Set Lead 1: (Info)

ATLL RECEIVING OFFICES

i S (X) Read and clear

*

bl
b3




o ® ®

(Rev. 01-31-2003)
SEERET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 06/16/2006
To: Security Attn: AD
Counterintelligence Attn: UC
"“Washington Field . Attn: | |

From: Rome
Legat

Contact: | |
) bl
Approved Bya7 22
b7C
Drafted By: o7E
Case ID #: (S) | | (Pending) - 13)
{J}Titles e IRAQ/NIGER
PERCEPTION MANAGEMENT
gy .—Synopsis":' """"" gy |
I
B S e
' Decl i n: 26
L ~.Detailss o | ] b6
b7C
b7E

e | bl

I b3
[ ] ] b6
b7C
] . R b7E
(- | This portion of the briefing
was classitiled Secret.

S | b
fg}wwww~“””' b7cC
b7E

CLACETRIED BY: HETED FPRAMOIPAS ASSIGNED TO
REASON: 1.4 (B.C,D) SA | ] bl
DECLASSIFY ON: 12-31-2031 SQUAD b3
DATE: 01-20-2016 DATE 2127 oot b6
AlLL IHPORMATION CONTAINED (8} — z;c
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, E

HEBETIN 5 HHCIASSIFIRD BNXCEPT
WHERE SHOWH OTHEBWISE




To: Security From: Rome
Re: (S)| | 06/16/2006

LEAD(s) :
Set Lead 1: (Info)
ALL RECEIVING OFFICES

(U) Read and clear.

*

bl
b3




A P

(Rev. 01-31-2003)

“SEERET
FEDERAL BUREAU OF INVESTlGATION

i

Precedence: PRIORITY Date: 06/28/2006

! : To; Couuaterintcelligence Attn: JC| . . |. -

i Washington Field Attn: SSa | |

j Rome . Attn: Legatl

‘ Vienna | Legat] |
International Operafions Attn: UC| | |

From: Counterintelligence

[ . ~Room 4133 .
Contact: IA/OS | | : b1
‘ : : ‘ b3
Approved By: > b6
l;~¢\ b7c
. b7E
.
Drafted By: | tced
Case ID #: (S) (Pending) - {5)
[g}mtle()a( UNKNOWN SUBJECT (S) ;
‘ FALSE INFORMATION PROVIDED TO
U.S. GOVERNMENT RE TIRAQI EFFORTS
TO OBTAIN URANIUM FROM NIGER;
FCI-PERCEPTION MANAGEMENT (X)
_ Synopsis: 4 Request| | b7E

_ |in conjunction with captioned investigation.

K0 pEeszeon s o
Decl : 5X1

,w%mw ,,,,,,,,,,,,,,, -Detailst a§§ The Counterintelligence Division,] | (Global) b7E
‘ Section is |

‘ — ASSIGNED TO

CLASSIFIED BY: NSICG FP54M9SR42 : » bl
BEARCH: 1.4 (C) . SAv——-—-—— 0 b3
DECLASSIFY ON: 12-31-2031 b6
DATE: 01-20-2016 b7C
ALL INPORMATION CONTAINED ' . b7E
HERBETIN I& UMUIASSIFIED ENCEET ES} .................................

WHERE SHOWH OTHEBWISE




1 ‘

To: Counterintelligence

SpoRat_ ¢

From: Counterintellige

Re:  (8) 06/28/2006
L —— b8 |
I — e |
{0 (———— R WFO intends tol

0 point of contact in this matter is IA/OS|

i il (sec

re), [::::] Room'4133, secure

facsimile

bl
b3

. b7E

REN
(e

b7E

b7E

b7E

bé
b7C
b7E




To: Counterintelligence From: Counterintéllige '
Re: (8) | 06/28/2006 ‘ bl
o : ' b3
Set Lea 1: (Action) . L
; ‘ .
COUNTERINTELLIGENCE
AT WASHINGTON, DC
}ﬁ The Counterintelligence Division, | | b7E

*"




‘ .

(Rev. 01-31-2003)

FEDERAL BURE

Precedence: ROUTINE Date: 08/02/2006
To: Washington Field

From: Washington Field

Contact: SAl |

Approved By: | |Abp{c@"// b
b3
Drafted By: dmh Qmu/ b7A
b6
. 113} b7C
Case ID #: (S) | |  (Pending)— b7E
00 | (Pending)
[ Title: X&) UNKNOWN SUBJECT (S) ;
‘ FALSE INFORMATION PROVIDED TO
U.S. GOVERNMENT RE IRAQI EFFORTS
TO OBTAIN URANIUM FROM NIGER;
FCI-PERCEPTION MANAGEMENT (X)
b7A
b7E
{7} Synopsis: {8 To request that the abovementioned cases be
assigned a co-case agent.
Il
Ssify On:
fgywﬂﬂDetailsr';ﬁ§; ,,,,, """ Writer requests that Sa| | be b6
assigned as the Co-case Agent for the above captioned cases. SA b7cC
| |is extremely familiar with the details of the b7E

cases. The captioned cases will require additional Agent support
due to multiple work assignments that will need to be
simultaneously addressed. Writer has previously tasked SAl |

+*

Class FIRD BY: NSICEG FhdMasiel
BREESON: 1.2 (O}
DECIASSIPY ON: 13 31 2031

Dall: Jl-00-0016

ALl THFOBMATION CONTATHED
HFBEIH 15 UHCIASSTFIED BRORPT
WEEHE SBEOWH OTHREHEWISE




.
' '\

- (Rev. 01-31-2003)

o
Spenn”

FEDERAL BUREAU OF INVESTIGATION

-

| b7E

CILASSIEFIED B HelOhG Fodboiias
CEEAsGH: 1.4 (8.0 D)

DECILARETFY l: 10-50 202

DaTE: 0l 20 2016

ALl JTHFORATION COHTATHED
BEEREIN 5 UMCIASSIPIRD BRECEPT
WHERE SH0WH OTEEBWISE

Sposer

Precedence: ROUTINE Date: 06/26/2006
To: Counterintelligence Attn: UC|
| |IAsia/Near East,
Room 4133
F Washingt Field g
rom: ashington Fie] b3
Squadi b6
Contact: SA| b7C
: [ 7 b7E
Approved By: \@
Drafted By: dmh {a'mﬂ/
. &
Case ID #: (S) | | (Pending)e
(T} Title: (%)  UNSUB(S);
SUBJECT FALSE INFORMATION PROVIDED TO US GOVERNMENT
R _Svnopsis: P  To reguest that FBIHO provide al b7E
|
tg}(}( Deri rom -3
‘ Decl ity X1
Details: (1) The purpose of this communication is to reaguest that
b7E
wwww?§<< [ b7E
o
igj ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, WEO intends tol |




o .. o
To: Counterintelligence From: Washington Field
Re: (S) | | 06/26/2006

,,,,,,,,,,,,,,,,,,,,,,,,,,,, }%ﬁ: As background captioned investigation was predicated

on a 03/14/2003 letter from U.S. Senator John D. Rockefeller, IV, Vice
Chairman of the Senate Select Committee on Intelligence, to FBI
Director Mueller to request an investigation. Summary of the letter
as follows: The International Atomic Energy Agency (IAEA) has recently
determined that some of the intelligence documents provided to it by
the United States are forgeries. These documents were provided to the
IAEA as evidence of Iraqi efforts to procure uranium from the Republic
of Niger. While U.S. concerns regarding alleged Iragi nuclear weapons
development programs have not been based primarily on these forgeries,
there is a possibility that the fabrication of these documents may be
part of a larger deception campaign aimed at manipulating public
opinion and foreign policy regarding Iraqg. Hence, I believe it is
important to ascertain the following: the source of the documents;
the level of sophistication of the forgeries; the motivation of those
responsible for the forgeries; why the Intelligence Community did not
recognize the documents were fabricated; and the extent to which these
forgeries may be part of a larger disinformation campaign.

>a< At the direction of FBTHO/Counterintelligence Division.

bl
b3
b7E

bl
b3
b7E

bl
b3




To: Counterintelligence From: Washington Field
Re: (8) | | 06/26/2006

.85 WFO requests that FBTIHQ |

bl
b3

b7E

SECRET




o . o
To: Counterintelligendé From: Washington Field

Re: (S) | | 06/26/2006 b1
b3

LEAD (s) :
Set Lead 1: (Action)

COUNTERINTELLIGENCE

AT WASHINGTON, D.C.

. DISYT WFO respectfully requests that Counterintelligence b7E

*"




- 2

N ®

(Rev. 01-31-2003)

SESRET_

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

Date: 09/13/2006

To: Washington Field Attn: | bl
b3
From: Washington Field b6
p7C
Contact: SA| | b7E
-
Approved By: | é§i>
Drafted By: dmh Pwgk
Jitl
Case ID #: (S) | | (Pending)>
{@Fritle:— 8§  UNSUB(S);
FALSE INFORMATION PROVIDED TO US GOVERNMENT
Synopsis: (U) To set lead for translation of newspaper articles
, published in April of 2006 regarding captioned case.
}é}ﬁ} Deri rom : =1
Dec ify Omn:
Reference: (S) bl
b3
Attachment(s) : (U) Three (3) Italian newspaper articles.
Details: (U) [:::::]is requested to translate the attached b7E
documents. The translation request consists of a full
translation of three (3) Italian documents which are
unclassified. These documents were obtained by Legat Rome and
forwarded to WFO.
ng The documents will not be attached to the copy of
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To: Counterintelligence From: Rome

Re: (S)

11/02/2006

(U) There are no pending leads at Legat Rome; as such,
Legat Rome will conduct no further investigation on this matter.

Legat Rome considers this matter referred upon completion (RUC'A).
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direct order to take a flight physical while serving in the National Guard
more than 30 years ago.

The story has since created a journalistic and political firestorm,
resulting in a colossal embarrassment for CBS. This week, the network
concluded that its principle source for the documents, a disgruntled
former Guard official and Democratic partisan named Bill Burkett, had
lied about where he got the material. CBS anchor Dan Rather publicly
apologized for broadcasting the faulty report. Today, CBS named a
two-person team comprised of former U.S. Attorney General Dick
Thornburgh and former Associated Press chief Louis Boccardi to
investigate the network’s handling of the story. .

“This is like living in a Kafka novel,” said Joshua Micah Marshall, a
Washington Monthly contributing writer and a Web blogger who had
been collaborating with 60 Minutes” producers on the uranium story.
“Here we had a very important, well-reported story about forged
documents that helped lead the country to war. And then it gets
bumped by another story that relied on forged documents.”

Some CBS reporters, as well as one of the network’s key sources, fear
that the Niger uranium story may never run, at least not any time
soon, on the grounds that the network can now not credibly air a
report questioning how the Bush administration could have gotten
taken in by phony documents. The network would “be a
taughingstock,” said one source intimately familiar with the story.

Although acknowledging that it was “frustrating” to have his story
bounced, David Gelber, the lead CBS producer on the Niger piece, said
he has been told the segment will still air some time soon, perhaps as
early as next week. “Obviously, everybody at CBS is holding their
breath these days. I'm assuming the story is going to run until I'm told
differently.”

The delay of the CBS report comes at a time when there have been
significant new developments in the case—although virtually none of
them have been reported in the United States. According to Italian and
British press reports, Martino—the Rome middleman at the center of
the case—was questioned last week by an Italian investigating
magistrate for two hours about the circumstances surrounding his
acquisition of the documents. Martino could not be reached for
comment, but his lawyer is reportedly planning a press conference in
the next few days.

Burba, the Italian journalist, confirmed to NEWSWEEK this week that
Martino is the previously mysterious “Mr. X” who contacted her with
the potentially explosive documents in early October 2002—just as

http://www.msnbc.msn.com/1d/6073449/site/newsweek/ S 6/28/2006
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Congress was debating whether to authorize President Bush to wage
war against Irag. The documents, consisting of telexes, letters and
contracts, purported to show that Iraq had negotiated an agreement to
purchase 500 tons of “yellowcake uranium from Niger, material that
could be used to make a nuclear bomb. (A U.S. intelligence official told
NEWSWEEK that Martino is in fact believed to have been the distributor
of the documents.)

Burba—under instructions from her editor at Panarama, a
newsmagazine owned by Italian Prime Minister Silvio Berlusconi—then
provided the documents to the U.S. Embassy in Rome in an effort to
authenticate them. The embassy soon passed the material on to
Washington where some Bush administration officials viewed it as hard
evidence to support its case that Saddam Hussein’s regime was
actively engaged in a program to assemble nuclear weapons.

But the Niger component of the White House case for war quickly
imploded. Asked for evidence to support President Bush’s contention in
his State of the Union speech that Irag was seeking uranium from '
Africa, the administration turned over the Niger documents to the
International Atomic Energy Agency. Within two hours, using the
Google search engine, IAEA officials in Vienna determined the
documents to be a crude forgery. At the urging of Sen. Jay Rockefeller,
vice chairman of the Senate Intelligence Committee, the FBI launched
an investigation into the Niger documents in an effort to determine if
the United States government had been duped by a deliberate
“disinformation” campaign organized by a foreign intelligence agency
or others with a political agenda relating to Iraq.

So far, the bureau appears to have made little progress in unraveling
the case. “The senator is frustrated by the slow pace of the
investigation,” said Wendy Morigi, the press secretary for Senator
Rockefeller, who was recently briefed on the status of the FBI probe.

One striking aspect of the FBI's investigation is that, at least as of this
week, Martino has told associates he has never even been interviewed
by the bureau—despite the fact that'he was publicly identified by the
Financial Times of London as the source of the documents more than
six weeks ago and was subsequently flown to New York City by CBS to
be interviewed for the “60 Minutes” report.

A U.S. law-enforcement official said the FBI is seeking to interview
Martino, but has not yet received permission to do so from the Italian
government. The official declined to comment on other aspects of the

investigation.

The case has taken on additional intrigue because of mounting

http://www.msnbc.msn.com/id/6073449/site/newsweek/ M 6/28/2006
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~indications that Martino has longstanding relationships with European

intelligence agencies. Martino recently told the Sunday Times of
London that he had previously worked for SISMI, the Italian military-
intelligence agency, a potentially noteworthy part of his resume given
that the conservative Italian government of Berlasconi was a strong
supporter of the Bush administration’s invasion of Iraq. A French
government official told NEWSWEEK that Martino also had a
relationship with French intelligence agencies. But the French official
rejected suggestions from U.S. and British officials that French
intelligence may have played a role in creating the documents in order
to embarrass Bush and British Prime Minister Tony Blair. The French
never disseminated the documents because they could not establish
their authenticity, the French official said.

Martino has told Burba and others that he obtained the phony
documents from an Italian woman who worked in the Niger Embassy in
Rome. He was in turn put in touch with the woman by yet another
middleman who, according to Burba’s account, had directed Martino to
provide the documents to “the Eygptians.” Some press reports have
suggested the still unidentified middleman who put Martino in touch
with his Niger Embassy source was in fact a SISMI officer himself.

Burba, who has twice been interviewed by the FBI but never gave up
Martino’s name, said she had been cooperating with the CBS team on
the story in hopes of getting to the bottom of the matter. But now,
with the 60 Minutes” broadcast postponed, she is no longer confident
that can ever happen. Meanwhile, she said she is fed up with Martino
who has “lied” to her and provided contradictory accounts to other
journalists.

“I'm disappointed,” she told NEWSWEEK. “In this story, you don’t know
who's lying and who's telling the truth. The sources have been both
discredited and discredited themselves.”

Barbie Nadeau contributed to this report from Rome.

© 2006 Newsweek, Inc.
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A Spy Speaks Out WHERE SHOWN OTHERWISE

Former Top CIA Official On "Faulty"
Intelligence Claims
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Tyler Drumheller (CBS)

Quote

"The policy was set. The war in
Iraq was coming and they were
looking for intelligence to fit into
the policy."

Tyler Drumheller

(CBS) When no weapons of mass destruction surfaced in Iraq, President Bush insisted
that all those WMD claims before the war were the result of faulty intelligence. But a
former top CIA official, Tyler Drumheller — a 26-year veteran of the agency — has
decided to do something CIA officials at his level almost never do: Speak out.

He tells correspondent Ed Bradley the real failure was not in the intelligence

community but in the White House. He says he saw how the Bush administration, time bl
) . . A . b3
and again, welcomed intelligence that fit the president's determination to go to war and bE
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opinion that there was something questionable about it," he says.

Asked if that was his reaction, Drumbheller says, "That was our reaction from the very
beginning. The report didn't hold together."

Drumbheller says that was the "general feeling" in the agency at that time.

However, Vice President Dick Cheney thought the story was worth investigating, and
asked the CIA not to discount the story without first taking a closer look. So, in February
2002, the agency sent former ambassador Joseph Wilson to Niger to investigate.

"If Saddam Hussein had acquired 500 tons of yellowcake uranium in violation of U.N.
sanctions, that would be pretty serious, wouldn’t it?" Bradley asked Wilson.

"Absolutely. Certainly. And the fact that there was an allegation out there that he was
even attempting to purchase 500 tons of uranium was very serious, because it essentially
meant that they were restarting their nuclear programs," Wilson replied.

Wilson spent eight days in Niger looking for sig)ns of a secret deal to send yellowcake to
Iraq. He spoke to government officials who would have known about such a transaction.
No one did. There had been a meeting between Iraqis and Nigerians in 1999, but Wilson
was told uranium had never been discussed. He also found no evidence that Iraq had even
been interested in buying uranium.

"I concluded that it could not have happened,” Wilson says. At the end of his eight-day
stay in Niger, Wilson says he had no lingering doubts.

When he returned, Wilson told the CIA what he had learned. Despite that, some
intelligence analysts stood by the Italian report that Saddam Hussein had purchased
uranium from Niger. But the director of the CIA and the deputy director didn’t buy it. In
October, when the president’s speechwriters tried to put the Niger uranium story in a
speech that President Bush was scheduled to deliver in Cincinnati, they intervened.

In a phone call and two faxes to the White House, they warned “the Africa story is

overblown” and “the evidence is weak.” The speechwriters took the uranium reference
out of the speech.

Continued
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(CBS)

Meanwhile, the CIA had made a major intelligence breakthrough on Iraq’s nuclear
program. Naji Sabri, Iraq’s foreign minister, had made a deal to reveal Iraq’s military
secrets to the CIA. Drumbeller was in charge of the operation.

"This was a very high inner circle of Saddam Hussein. Someone who would know what
he was talking about," Drumheller says.

"You knew you could trust this guy?" Bradley asked.
"We continued to validate him the whole way through," Drumbheller replied.

According to Drumheller, CIA Director George Tenet delivered the news about the Iraqi
foreign minister at a high-level meeting at the White House, including the president, the
vice president and Secretary of State Rice.

At that meeting, Drumbheller says, "They were enthusiastic because they said, they were
excited that we had a high-level penetration of Iraqis."

What did this high-level source tell him?

"He told us that they had no active weapons of mass destruction program,” says
Drumbheller. '

"So in the fall of 2002, before going to war, we had it on good authority from a source
within Saddam's inner circle that he didn't have an active program for weapons of mass
destruction?" Bradley asked.

"Yes," Drumheller replied. He says there was doubt in his mind at all.

"It directly contradicts, though, what the president and his staff were telling us," Bradley
remarked.

"The policy was set," Drumbheller says. "The war in Iraq was coming. And they were
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minister.

But he says he was taken aback by what happened. "The group that was dealing with
preparation for the Iraq war came back and said they're no longer interested," Drumheller
recalls. "And we said, 'Well, what about the intel?' And they said, "Well, this isn't about
intel anymore. This is about regime change."

"And if T understand you correctly, when the White House learned that you had this
source from the inner circle of Saddam Hussein, they were thrilled with that,” Bradley
asked.

"The first we heard, they were. Yes," Drumbheller replied.

Once they learned what it was the source had to say — that Saddam Hussein did not have
the capability to wage nuclear war or have an active WMD program, Drumbheller says,
"They stopped being interested in the intelligence."

The White House declined to respond to Drumheller's account of Naji Sabri’s role, but
Secretary of State Rice has said that Sabri, the Iraqi foreign minister turned U.S. spy, was
just one source, and therefore his information wasn’t reliable.

"They certainly took information that came from single sources on uranium, on the
yellowcake story and on several other stories with no corroboration at all and so you can’t
say you only listen to one source, because on many issues they only listened to one
source," says Drumbheller.

"So you’re saying that if there was a single source and that information from that source
backed up the case they were trying to build, then that single source was ok, but if it
didn’t, then the single source was not ok, because he couldn’t be corroborated," Bradley
asked.

"Unfortunately, that’s what it looks like," Drumheller replied.

"One panel after another found that agencies were giving conflicting information to the
president," Bradley remarked.

Drumbheller admits they were. "And that's the problem. No. There was no one voice in
coming out of the intelligence community and that allowed those people to pick and
choose those bits of information that fit what they wanted to know."

A few weeks after Sabri told the CIA that Iraq had no active nuclear program, the Niger
uranium story seemed to get a new life: Documents that supposedly could prove that
Saddam had purchased uranium from Africa suddenly surfaced in Rome. The documents
came from Rocco Martino, a former spy for Italian military intelligence.

For years, Martino operated in a shady intelligence underworld, buying government
secrets and then selling them to the highest bidder. Martino told CBS News that a colonel
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in Italian military intelligence arranged for him to buy classified documents from a
woman who worked in the embassy of Niger. One set of documents showed Iraq had
purchased uranium from Niger.

What did he think when he first looked at the documents?

"I thought I had my hands on some important papers. And this same woman was telling
me that they were very important,”" says Martino.

Continued

Produced by David Gelber / Joel Bach
© MMVI, CBS Worldwide Inc. All Rights Reserved.

(CBS)
In October 2002, Martino tried to sell the documents to Elisabeta Burba, a reporter for an
Italian news magazine. She had purchased information from him in the past.

"When you saw the documents, what did you think?" Bradley asked Burba.

"I was puzzled because actually, if those documents were authentic, they would have been
the 'smoking gun' that everybody was looking for in that moment," she replied.
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When the documents arrived in Washington, State Department analysts quickly
concluded they were suspect. One analyst wrote in an e-mail: "you’ll note that it bears a
funky Emb. of Niger stamp (to make it look official, I guess)."

The Washington Post recently reported that in early January 2003, the National
Intelligence Council, which oversees all U.S. intelligence agencies, did a final assessment
of the uranium rumor and submitted a report to the White House. Their conclusion: The
story was baseless. That might have been the end of the Niger uranium story.

But it wasn’t. Just weeks later, the president laid out his reasons for going to war in the
State of the Union Address — and there it was again.

"The British government has learned that Saddam Hussein recently sought significant
quantities of uranium from Africa," the president said.

"I didn’t even remember all the details of it because it was such a low-level, unimportant
thing. But once it was in that State of the Union address, it became huge," says
Drumbeller.

"So, let me see if I have it correctly. The United States gets a report that Saddam is trying
to buy uranium from Africa. But you and many others in our intelligence community
quickly knock it down. And then the uranium story is removed from the speech that the
President is to give in Cincinnati. Because the head of the CIA, George Tenet, doesn't
believe in it?" Bradley asked.

"Right," Drumheller appeared.

It then appeared in the State of the Union address as a British report. Drumbheller, who
oversaw intelligence operations for the CIA in Europe doubts the British had something
the U.S. didn't. "No. I don’t think they did," he says.

The British maintain they have intelligence to support the story —but to this day, they
have never shared it.

The White House declined 60 Minutes' request for an interview for this story, but Dan
Bartlett, Counselor to the President, wrote us:

"The President’s convictions about Saddam Hussein's possession of WMD were based on
the collective judgment of the intelligence community at that time. Bipartisan
investigations ... found no evidence of political pressure to influence the pre-war
intelligence assessments of Iraq’s weapons programs." And he added: "Saddam Hussein
never abandoned his plan to acquire WMD, and he posed a serious threat to the American
people and to the region."

On March 7, 2003, the head of the United Nations' nuclear watchdog agency announced
that the Niger uranium documents were forgeries. The Bush administration went to war in
Iraq 12 days later, without acknowledging that one of its main arguments for going to war




was false.

Four months later, Wilson, who had gone to Niger and found nothing to substantiate the
uranium rumor, went public and wrote a piece for The New York Times claiming that the
Bush Administration had "twisted" the intelligence on Iraq:

"This was really an attempt to get the government to acknowledge that the 16 words
should never have been in the State of the Union Address. It was as simple as that. If you
are going to mislead the American people and you're caught at it, you ought to fess up to
it," says Wilson.

One day after Wilson's piece appeared, the White House acknowledged the president
should not have used the uranium claim. But according to newly released court records,
the vice president’s chief of staff, Scooter Libby, leaked classified intelligence to
reporters a day later in an effort to bolster the uranium story. What Scooter Libby didn’t
tell reporters is that the White House had been warned before the State of the Union
speech not to use the Niger uranium claim.

"At the same time they were admitting the words should not have been in the State of the
Union address, they were, we now know, sending Libby out to selectively leak only those
pieces that continued to support this allegation that was baseless. In other words, they
were furthering the disinformation campaign," says Wilson.

"The American people want to believe the president. I have relatives who I've tried to talk
to about this who say, "Well, no, you can’t tell me the president had this information and
just ignored it,"" says Drumbheller. "But I think over time, people will look back on this
and see this is going to be one of the great, I think, policy mistakes of all time."

Produced by David Gelber / Joel Bach
© MMVI, CBS Worldwide Inc. All Rights Reserved.
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How Bogus Letter Became a Case for War

ui3fo 1

Intellzgence Fazlures Surrounded Inquzrjy on [raqulger Uranium Claim

By Prrer Ersner
Washington Post Staff Writer

It was 3 am.mItalyonJan 29, 2003;
wheén President Bush in Washmgton be-

ganreading his State of the Uniori address

that included- the now famous — Tater e
tracted — 16 words: “The. British Goverri-
ment has learned that Saddam- Hussein re-
cently sought significant quantities.of ura-
nium from Africa.”
Like most Europeans, Elisabetta Burba,

an investigative repoiter for the Itahan
newsweekly Panorama, waited until thé

next day to read the newspaper accounts.

———— -

g

of Bush’s remarks But when she came to-

the 16-words, she recalled, she gota sud-
den sinking feeling in her storach. She
wondered: How: coiild the American presi-
dent have mientionéd a uraniuim sale from
Africa?” '

Burba felt uneasy because iriore than -
three months. earlier, she had turned over

to the U.S. Embassy-in Rorme documents
about an alleged-aranium sale by the-cen-
tral African nation of Nigér. And she knew

now that the- documents were fraudulent

and the 16 words wrong:
Nonetheless, the uranium: claim: would:

become a cruc1al justification for the in-

vasion of Iraq that began. less than two
months later. When. occupying troops
found no nuclear program, the 16 words
aid how they came to be in the speecti be-
came a focus for critics in Washington and
foreign capitals to press the caseé:that the
White House manipulated facts to take the
United States to war.

Dozens of interviews with current and

former mtelhgence officials and policy--

makers in the United States, Britdin,
France and Italy show that the Bush ad-
ministration disregarded key information

See LETTER, A16, Col. I
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How a Bogus Document Became
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,’sv.xavaﬂable to them at the time show-
Foing that the IragNiger claim was
highly questionable.
"o In February 2002, the CIA re-
~s+¢ceived the verbatim text of one of
s the documents, filled with errors
easily identifiable through a simple
- Internet search, the interviews
-rshow, Many low- and mid-levelintel-
g-hgence officials were already skepti-
cal that Iraq was in pursuit of nucle-
<y -ar weapons,
-t The interviews also showed that
France, berated by the Bush admin-
. ristration for opposing the Iraq war,
urhonored a U.S. intelligence request
1 to investigate the uranium claim. It
}- determined that its former colony
had not sold uranium to Iraq.
¢ Burba, who had no special ex-
s vpertise in Africa or nuclear technol-

4 ogy, was able to quickly unravel the

¢ i-fraud. Yet the claims clung to life

»

-#¢within the Bush administration for
+inmonths, eventually finding their
-* Jvay into the State of the Union ad-
1 .»'dress.
As a result of the CIA’s failure to
1 firmly discredit the document text it
:r\recewed in February 2002, former
S. ambassador Joseph C. Wilson
r nIV was called in to investigate the
<rclaim. That decision eventually led
to the special counsel’'s investiga-
«'fion that exposed inner workings of
< _the White House and ended with
» «the criminal conviction of I. Lewis
-«“Scooter” Libby, who was forced to
resign as chief of staff to Vice Presi-
_ dent Cheney.
~- “You know I feel bad about it,”
l- Burba said later, dxscussmg her frus-
trations about her role in giving the
! dossier to the Americans. “You
l' know the fact is that my documents,
with the documents I brought to
them, they justified the war.”

The Tip

In early October of 2002, a man
, mysteriously contacted Elisabetta
i Burba at her Milan office,

' “Do you remember me?” the
' deep voice said, without identifying

-—n

Jd
l
]
1
2y
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embassy press department came
down to meet her.

After a few formalities, an Italian
aide introduced her to Ian Kelly, the
embassy press spokesman. Kelly
and Burba walked across the embas-
sy’s walled grounds and sat down
fora cup of coffee in the cafeteria.

Burba told Kelly that she had
some documents_about Iraq and
uranium shipments and needed
help in confirming their authen-
ticity and accuracy.

Kelly interrupted her, realizing
he needed help. He made a phone
call summoning someone else from
his staff as well as a political officer.

Burba recalled a third person being

invited, possibly a U.S. military atta-
che. She didn’t get their names.

“Let’s go to my office,” Kelly said.
‘They walked pastantiquities, a tran-
quil fountain, steps and pieces of
marble;-all set in a tree-lined patio
garden.

The Italian journalist’s chat with
Kelly and his colleagues was brief,
She handed over the papers; Kelly
told her the embassy would look
into the matter. But Kelly had not
been briefed on what others in the
embassy knew.

CIA Role

One person who refused to meet
with Burba was the CIA chief of sta-
tion. A few days after the Sept. 11,
2001, attacks in the United States,
Sismi, the Italian intelligence agen-
cy, had sent along information
about the alleged sale of uranium to
Iraq. The station chief asked for
more information and would later
consider it far-fetched.

On Oct. 15, 2001, the CIA re-
ports officer at the embassy wrotea
brief summary based on the Sismi
intelligence, signed and dated it,
and routed it to CIA’s Operations
Directorate in Langley, with copies
going to the clandestine service’s
European and Near East divisions.
‘The reports officer had limited its
distribution because the intelli-
gence was uncorroborated; she was
aware of Sismi’s questionable track

Key Point in the Case for Iraq War:

About This Story

This article was adapted
from the book “The Italian
Letter: How the Bush
‘Administration Used a
Fake Letter to Build the
Case for War in Iraq," by
Peter Eisner and Knut
Royce, to be published
today by Rodale Press.

ments were phony, and had pro-
duced by far the most accurate as-
sessment of Iraq’s weapons pro-
gram of the 16.agencies that make
up the intelligence community, But
the department’s small intelligence
unit operated in a bubble, Few ad-
ministration officials — not even
Secretary of State Colin L. Powell
— paid much attention to its analyt-
ical product, much of which clashed
with the White House’s assump-
tions,

The State Department bureau,
nevertheless, shared the bogus
documents with those intelligence
officials attending the meeting, in-
cluding representatives of the Ener-
gy Department, National Security
Agency and Defense Intelligence
Agency. Four CIA officials attended,
but only one, a clandestine service
officer, bothered to take a copy of
the Italian letter.

He returned to his office, filed the
material in a safe and forgot about
it.

The Niger uranium matter was
not uppermost in the minds of the
CIA analysts. Some of them had to
deal with the issue in any case,
largely because Cheney, his aide
Libby and some aides at the Nation-
al Security Council had repeatedly
demanded more information and
more analysis.

A Fraud Unravels

N

Burba arrived in Niamey, Niger’s
capital, on Oct. 17 and began track-

]

The Italian Letter

RO ot

Oct. 15: Italian intelligence

agency Sismi gives CIA Rome
~station the first report about

the alleged Irag-Niger uranium

deal. CIA Rome station reports

to Washington, noting that the
information is uncorroborated.

f2003 o

Feh. 12: The Defense Intelli-
gence Agency reports that
Niger is supplying 500 tons of
uranium a year to lraq.

Feb. 14: CIA reports the italian’
claim lacks “crucial details.”
Feh. 26: Ambassador Joseph'
Wilson flies to Niger for the CIA

and reports a week later that
there is no evidence of the sale.

Butadd

Oct. 1: The intelfigence commu-
nity publishes a National
Intelligence Estirnate that says
Iraq is reconstituting its nuclear
weapons program and repeats
the claim that Iraq has been
shopping for uranium.

Oct. 7: ltalian journalist Elisa-
betta Burba recelives the ltalian
letter from Rocco Martino, an
intelligence freelancer, and
gives it to the U.S. Embassy in
Rome. She later finds that the
documents are fraudulent.
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tumed 9ut to have been forged. .

EEC "

Jan. 28: President Bush delivers
State of the Union address, .
including the “16 words" about
the uranium deal. 1

luly 6: Wilson publishes a piece
in the New York Times entitled
“What | Didn’t Find in Africa.”’

ing down leads on the Italian letter.
Burba’s mveshgahon followed a se-
ries of similar inquiries by Wilson,
the former ambassador, who in-
vestigated on behalf of the CIA
eight months earlier., It became
clear that Niger was not capable of
secretly shipping yellowcake urani-
um to Iraq or anywhere else.

Burba found that a French com-
pany controlled the uranium trade,
and any shipment of uranium would
have been noticed. If a,uranium sale
had taken place, the Ingsucs would
have been daunting. “They would
have needed hundreds of trucks,”
she said — a large percentage of all
the trucks in Niger. It would have
been impossible to conceal.

Burba returned to Milan and re-

PHOTOS

THE

ported her findings to her bosses in
detail. She didn’t believe the evi-
dence provided by Martino; it was
impossible, Her editors agreed.
‘There was no story.

Five months later, on March 7,
2003, as preparations for the Iraqin-
vasion were in their final stages, the
director of the International Atomic
Energy Agency, Mohamed ElBara-
dei, told the U.N. Security Council
that the report that Iraq had been
shopping for uranium in Niger was
based on forged documents. The
agency had received the document
from the United States a few weeks
earlier.

Not long after the invasion, other
news media in Italy, elsewhere in
Europe and then in the United

SECRET

States reported that the source of
the information about a Niger yel-
lowcake uranium deal had been a
batch of bogus letters and other
documents passed along several
months earlier to an unnamed Ital-
ian reporter, whoin turn handed the
information over to the Umted
States. '

Although Burba knew that the
Bush administration had also~re-
ceived information about the forfed
documents from Italian intelli-
gence, she wished she could have
acted earlier to reveal the fraud.”

It remains unclear who fabritat-
ed the documents. Intelligence offi-
cials saymosthkelyxtwasrogue le-
ments in Sismi who wanted to mhke
money selling them.
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‘Do you remember me?” the
deep voice said, without identifying
himself outright. It was Rocco Mar-
tino, an old source who had proved
reliable in the past. He was once
again trying to sell het information.

Martino said he had some very
interesting documents to show her;
and asked whether she could fly
down to Rome right away..

They metatarestaurantin Rome
on Oct. 7, where Martino showed
Burba a folder filled with:docu-
ments, most of them in French. One
of the documents was purportedly
sent by the president. of Niger to
Traqgi President Saddim Hussein,
confirming a deal to sell 500 tons of
uranium to Iraq annually. This was
the smoking.gun in the package,
claiming to show the formal approv-
al of Niger’s president to supply Iraq
with a commodity that would in all
likelihood only be used for a nuclear
weapons program: Iraq had no nu-
clear power plants.

Though the document was .in
French it would later come to be
known as “The Italiah Letter” It
was written in all capital letters, in
the form of an old telex, and bore
the letterhead of the Republic of Ni-
ger. The letter was dated July 27,
2000, and included an odd shield on
the top, a shining sun surfounded
by a horned animal head; a star and
abird, The letter was stamped Con-
fidential and Urgent.

The letter said that “500 tons of
pure uranium per year will be deliv-
ered in two phases.” A seal atithe
hottom of the page read “The Office

. of the President of the Republic of

Niger.” Superimposed over the seal
was a barely legible signature bear-
ing the name of the president of Ni-
ger, Mamadou Tandja.

Burba listened without saying

" much as she took a first look at the

documents. She recognized right
away that the material was hot, if
authentic-But-confirming the origin
would be difficult, 'she recalled
thinking at the time. 'She didn’t

+ want to fall into a trap.

Burba and Martino made an
. agreement; she would take the
" documents, and if they checked out

" as authentic, then they could talk

ahout money.

‘Let’s Go to the Americans’

Back in her m;igazine's Milan
newsroom, Burba told her editors

she thought it would make seiise to

fly to Niger and check around for
confirmation. The editor of the
magazine, Carlo Rossella, agreed.
He then suggested they simulta-
neously pursue another tack.

“Let’s go to the Ameticans,” Ros-
sella said, “because they are focused
on looking for weapons of mass de-
struction more than anyone else.

™ LeUs seeif they can authenticate the

documents.” Rossella called the
U.S. Embassy in Rome and alerted
officials to expéct a visit from Bur-
ba.

On Wednesday mornirig, Oct. 9,
. Burba returned to Rome and took a
cab to the U.S. Embassy, which.is

', housed at the old Palazzo Margher-
- ita,

Burba came toa security gate and

" vwalked through a magnetometer,
. -where an Italian employee of the

TMATeav s Cevemes e e

gence was.uncorroborated; she was
aware of Sismi’s queshonable track
record and did not believe the re-
port merited wider dissemination.

The Opérations Directorate then

passed thé raw intelligence to-the

CIA’s Inte]lxgence Directorate and |

to sister agencies, including the De-
fense Intelligence Agency. A more
polished document, called a Senior
Executive’ Intelligence Brief, -was
writtén atiLangley three days later
in which jthe CIA mentioned the

‘new: intelligence but added i 1mpor- .

tant caveats. The classified

nient, whose distribution was hm-
ited to senior policymakers and the
congressional intelligénce commit-
‘tees, said; there was no corrob-

oration and noted that Irag had “no |

known fatilities for processing or
enriching the material.”

Pushingthe Africa Claim

Almostfour months later, 6n Feb.

5,2002, thé CIA received more in-

formatmn from Sismi, including the

verbatim jext of one of the docu- '

ments, ThHe CIA fiiled to recogmze
that it was.riddled with ertors, in-

cluding nusspellmgs and the wrong l

names for:key. officials. But it wasa
separate 'DIA report about the
claims that would.ledd Cheney to
demand farther investigation. In re-
sponse, the CIA dispatched Wilson
to Niger..

Martio’s ‘approach to Burba
-eight months later with the Italian |;
letter coincided with ‘accelerating X

US. preparations for war. On Oct.
7, 2002, the same day Martino gave
Burba thé dossier, President Bush
launchedia new hardline PR’ cam-

paign on Iraq, Ina speech in Cincin- |

nati, he declared that Iraq under
Saddam Hussein was a “grave
threat” to'U.S. national security:

“It possesses and produces chem-
ical and biological weapons. It is
seeling wquclear weapons,” the
president warned.

CIA Director -George J. Tenet
had vetted the text of Bush’s speech
and was able to persuade the White
House to drop one queshonable
c]axm that Iraq was seeking urani-
um in Africa, The information was
too fishy, Tenet explained to the Na-
tional Security Council and Bush’s
“"ifd‘ﬁ”?ﬁ"’i;ed the sh 1

ush drop; e shopping-for-
uranjum claim, but ratchéted up the
bomb threat. He said in Cincinnati

‘that- if- Hussein obtained bomb- |

grade itraniurn the size of a softball,
he would have a nucléar bomb with-
in a year. This particular doomsday

scenario had first been unveiled sev-.

eral weeks earlier, on Aug, 26, by
‘Cheney. In a speech.in Nashville to
the 103rd national convention of
the Veterans of Foreign Wars, he de-
clared with no equivocation that
Hussein had “resumed his efforts to
acquire nucleat weapons.” -

On Oct. 16, Burba sat on a plane
on her way to Niger, while in Wash-
ington, copies of the Italian letter
and the accompanymg dossier were
placed on the fable at dn inter-
agency nuclear, proliferation meet-
ing hosted by the State Depart-
ment's Bureau of Infelligence ahd'
Research.

At this point, State Department

analysts:had determined the-docu-

ey
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I(WF) (FBI)
From: [ [WF) (FBI) bé
Sent: IlAhd.n.&sdaM_.l.l.Ln.L’IA_l200611:23 AM CLASSIEIRD BY: NSICO FhAMBARAD b7cC
To: . WF) (FBI) SEASOR: 1.4 (C.D}
Subject: FW: Update DECIASSIFY OH: 12 31 2051
DAaTE: 01-20-206148
ALL INFOURMATION UUNTAINED
UNCLMFIED EBBEIN 15 UNCIASSTIFIED BAECERDT
NON-RECORD WHERE SHOWH OTHFERWISE
FYI
————— Original M oot
From: (CD) (FBI)
Seni;_ﬂsdnaadaxhlJune 14, 2006 8:46 AM
To: RO) (FBI)
Cc: I(WF) (FBI) ;| | (CD) (FBI); DESLAURIERS, RICHARD
(CD) (FBI)
Subject: RE: Update
UNCLABEIFIED o1
NON-RECORD
b3
b6
b7D
Per our discussion this morning, we at HQ have briefed this up the COC and you will have
the support and concurrence from FBIHQ in futherance of the following three items:
(8 1. [ ;
2. BAn investigative update for[:::::](though limited due to only one iriterview conducted
since last briefing)
ig} 3 Commitment to-closure-atthe k.UllL]:)lUtJ‘.Ull of
Thanks.
uc |
l JRoom 4133
I |
————— Friainal_Messrge~————
From: (RO) (FBI) Pl
Sent: Wednesday, June 14, 2006 6:34 AM b3
To: | ] (cD) (FBI) b6
Ce: | [ (wr) (FBI) b7C
Subject: RE: Update b7E
UNCLASSIFIED _AgslBNEDlQ_L——
NON-RECORD
A —
SQUAD
DATE 4] 13-/zen2-
Need to get this ball rollina ASAP. |
N —
]
gy |
[CIN _ ]
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————— Original Message————— b6
From: | | (cp) (FBI) b7c
Sent: Thursday, June 08, 2006 5:25 PM b7E

To: | [(RO) (FBI)
Subject: RE: Update

UNCLASSIFIED

NON-RECORD

{3 |

""""" ] After these two o/s leads, we should have enough to shut the case down as
we have then addressed all pertinent investigative avenues. I will be in touch when we
A T— begin.to. think about] | If vou think we should proceed with this

g

now,
fS}] """"""""""""""""""""""""""""""""""""""""""""""""""" = | Regaxds, | |

| JRoom 4133

----- inﬂinal_MesTage——~-—

From: (RO) (FBI) bl
Sent: Thursd 006 10:45 AM b3
To:| i(co) (FBI) bé

Subject: Update b7C

UNCLESSIFIED

NON-RECORD

{3}~ What's the status on Iraq/Niger:| {

UNCLASSI\FIED
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To: Counterintelligence Attn: /uc | |
| Room 4133
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Room 4133
From: Washinaton Field
Contact: SA| |
Approved By: V@;'
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Drafted By: :dmhi)mﬂ/
3]
Case ID #: (S) | | (Pending)—

UNKNOWN SUBJECT (8) ;

FALSE INFORMATION PROVIDED TO
U.S. GOVERNMENT RE IRAQI EFFORTS
TO OBTAIN URANIUM FROM NIGER;
FCI-PERCEPTION MANAGEMENT (X)

[} Synopsis:

for closing captioned case from

}§§ig}

Deri om 32 =
Dec ify On:

Closes captioned case and requests concurrence

bl
b3
b6
b7C
b7E

(u) |

_..Details:-

CLASSIFIED BY: NSICG FPh4M93Ra2
BEASON: 1.4 (B.C.D)

DECLASSIFY ON: 12-31-2032

DATE: 01-20-201%

ALl INFORMATION CONTAINED
HEREIN IS UNCLASSIPIER ENCEPT
WHERE SHOWH OTHERWISE

03/14/2003 letter from U.S. Senator John D. Rockefeller,

b7E
Captioned inyestigation was predicated on a
IV, Vice
SECRET_
bl
b3




To: Counterintelligence From: Washington Field
Re: (9)] | 04/17/2007

Chairman of the Senate Select Committee on Intelligence, to FBI
Director Mueller. Below is the text of that letter:

"Dear Director Mueller:

As you know, the International Atomic Energy Agency
(IAEA) has recently determined that some of the intelligence
documents provided to it by the United States are forgeries.
These documents were provided to the IAEA as evidence of Iragi
efforts to procure uranium from the Republic of Niger. I am
writing to request that the Federal Bureau of Investigation
investigate this matter.

While U.S. concerns regarding alleged Iraqgi nuclear
weapons development programs have not been based primarily on
these forgeries, there is a possibility that the fabrication of
these documents may be part of a larger deception campaign aimed
at manipulating public opinion and foreign policy regarding Iraqg.
Hence, I believe it is important to ascertain the following: the
source -of the documents; the level of sophistication of the
forgeries; the motivation of those responsible for the forgeries;
why the Intelligence Community did not recognize the documents
were fabricated; and the extent to which these forgeries may be
part of a larger disinformation campaign.

A thorough investigation should, at a minimum, help to
allay any concerns that the U.S. Intelligence Community, or other
elements of the U.S. Government, were involved in the creation of
these documents in order to build support for the
Administration's policies. I hope to hear from you as
expeditiously as possible. I greatly appreciate your assistance
in this matter.

Sincerely,
John D. Rockefeller, IV
Vice Chairman”

bl
b3




To: Counterintelligence From: Washington Field
Re: (8) | 04/17/2007

;gf: At the direction of FBIHQ/Counterintelligence
Divigion., WFQO initiated the captionedl] ]

[ Legat London, Legat Paris, Legat Rome, and

Legat Vienna. |

e P&Y-  In March 2005, after 21 months of investigation,
all of the questions/points raised in Senator Rockefeller's
letter were answered as follows:

bl
b3
b7E

bl
b3




To:
Re:

Counterintelligence

(8)

_SECRET. ®

From: Washington Field
04/17/2007

(SY_ Motivation of those responsgible for the forgeries:

) Why the Intelligence Community did not recognize
the documents were fTEfiffﬁed. Once the USIC finally received
the documents (after provided them to the U.S. Embassy on
10/09/2002), the documents were considered suspect at best, and
likely forgeries.

. :ﬁ§£ The extent to whlch these forgeries may be part of

While there have been numerous conspiracy theories

promoted in the media,| | the

bottom line is that the first FBI investigation (from 06/16/2003
to 04/01/2005) answered all of the questions/issues posed by
Senator Rockefeller's letter--the documents were not created as
part of a perception management campaign to influence public
opinion and foreign policy regarding the invasion of Irag. In
reading the letter. | |

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, CB( Since the first investigation conducted from
06/16/2003 to 04/01/2005 answered the Senator's questions as
stated in his letter, and WFO believed no purpose was served by
continuing with the investigation, the case was closed on
04/01/2005.

to|

_SECRET_

bl
b3

bé
b7C
b7E

b6
b7C

b7E

bl
b3
b7E

b7E




Counterintelligence
(s) l

To: From:

_SECRET

Washington Field
04/17/2007

wwww}gi WFO, with liaison assistance from Legat Rome, was

“~¥équested to]

(5

&Q WFO set a lead to Le

)at Rome on 11/08/2005 to
ES] ...................... coverRequestﬂ.-laﬂd ..... #9-Aaariagll | NDile to numerolls
circumstances |

ZE(: Multiple requests and attempts to interview
| |were denied by | | |
18
!
5
-

bl
b3

b7E

bl
b3

b7E

bl
b3

bl
b3
b6
b7C




To: Counterintelligence From: Washington Field
Re: (8S) | 04/17/2007

bl

b3

b7E
,,,,, mwwWMWW”“?§§ Since the first investigation answered all of the
questlons posed by Senator Rockefeller and the second
investigation on the captioned case yielded no compelling
evidencelto gubstantiate a perception management campaign againstI
the U.S.
WFO is closing the case as there are no further feasible leads to
follow in furtherance of the captioned case.




® Seorst o

To: Counterintelligence From: Washington Field
Re: (8) , 04/17/2007

LEAD(s) :
Set Lead 1: (Action)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

rrrrrrrrrrrrrrrrrrrrrrrrrrrrrr E%fi[:::::]ls requested to grant concurrence to close
captloned case and to notify WFO of concurrence via EC.

*

bl
b3

b7E
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an | b7E
Details: (U) The captioned case and all related subfiles
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Case Background
bl
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To: Washipaton Field From: Washington Field

RE T 12/07/2007

””}é? Captioned investigation was predicated on a 03/14/2003

letter from U.S. Senator John D. Rockefeller, IV, Vice
Chairman of the Senate Select Committee on Intelligence, to
FBI Director Mueller. Below is the text of that letter:

"Dear Director Mueller:

As you know, the International Atomic Enerqgy Agency
(IAEA) has recently determined that some of the intelligence
documents provided to it by the United States are forgeries.
These documents were provided to the IAEA as evidence of Iraqgi
efforts to procure uranium from the Republic of Niger. I am
writing to request that the Federal Bureau of Investigation
investigate this matter.

While U.S. concerns regarding alleged Iragli nuclear
weapons development programs have not been based primarily on
these forgeries, there is a possibility that the fabrication
of these documents may be part of a larger deception campaign
aimed at manipulating public opinion and foreign policy
regarding Irag. Hence, I believe it is important to ascertain
the following: the source of the documents; the level of
sophistication of the forgeries; the motivation of those
responsible for the forgeries; why the Intelligence Community
did not recognize the documents were fabricated; and the
extent to which these forgeries may be part of a larger
disinformation campaign.

A thorough investigation should, at a minimum, help
to allay any concerns that the U.S. Intelligence Community, or
other elements of the U.S. Government, were involved in the
creation of these documents in order to build support for the
Administration's policies. I hope to hear from you as
expeditiously as possible. I greatly appreciate your
assistance in this matter.

Sincerely,
John D. Rockefeller, IV
Vice Chairman”

bl

b3




SECRET

To Washington Field From: Washington Field
R I — |12/07/2007

&) At the direction of FBIHQ/Counterintelligence
Division, WFO initiated the captioned[ _ |

| Legat London, Legat Paris, Legat

Rome, and Legat Vienna. |
[ — In March 2005, after 21 months of
investigation, all of the questions/points raised in Senator

Rockefeller's letter were answered as follows:

bl
b3

bl
b3
b7E

bl
b3
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To: Washington Field From: Washington Field
{3} Re:| | 12/07/2007

O forqeries:

.............................................. M Whyv the Intellicence Community did not

{0y recognize the documents were fabricated: Once the USIC
finally received the documents (after: provided them to
the U.S. Embassy on 10/09/2002), the documents were considered
suspect at best, and likely forgeries.

,,,,, “”}és The extent to which these forageries mav be part

0" of a laraer disinformation campaian|

}5{ While there have _been numerous conspiracy

theories promoted in the media,|
| the bottom line is that the first FBT
investigation (from 06/16/2003 to 04/01/2005) answered all of
the questions/issues posed by Senator Rockefeller's letter—--
the documents were not created as part of a perception
management campaign to influence public opinion and foreign

olicy regarding the invasion of Irag. In reading the letter,

oo,
it

%{ Slnce the flrst lnvesthatlon Conducted from

{7y 06/16/2003 to 04/01/2005 answered the Senator's questions as

stated in his letter, and WFO believed no purpose was served

by continuing with the investigation, the case was closed on
04/01/2005.

_SEERET_

bl
b3
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b7E

b6
b7C

b7E
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b7E




SESRET
d From: Washington Field
12/07/2007

""" &?{ On 11/10/2005 the captioned case was re-opened

Nbecause of a FBIHQ recquest for WFO to re-open the

investigation to address outstanding investigative leads. The
issues to be addressed are included in the following three (3)
paragraphs: .

BRY WEQ, with liaison assistance from Legat Rome,
“Was requested to

?Si WFO set a lead to Legat Rome on 11/08/2005 to
cover.. Request, 1 and #2 (¢ , Due to numerous

bl
b3

bl
b3

- b7E

bl
b3

bl
b3
b7E

bl
b3
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To: _Washinagton Field From: Washington Field

,,,,,,, Ret [ ] 12/07/2007

}gi Multiple requests and attempts to interview

[ | were denied byl H

ﬂwigﬁ Since the first investigation answered all of

R the“dﬁéstions posed by Senator Rockefeller and the second

investigation on the captioned case yielded no compelling
evidence to substantiate a perception management campaign

against the U.S. and| |
[ | WFO has closed the case as there are no

further feasible leads to follow in furtherance of the
captioned case.

*"
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