
IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF COLUVLBIA

GRANT F,SNllITH,PRθ  SE
P″加′√

VS.

UNITED STATES OF AMERICA;

」OHN J.SULLIVAN,Acting Sccretary,
U.S.Depaltmcnt of State;

RICK PERRY,SecretTy,
U,S.Depaltment ofEncrgy,
Dびυ″グαηお・

Case No.1:18-cv-00777(TSC)

DDCLARATION OF EDITH A. CHALK

I, Edith A, Clialk, declare as follows:

1. My name is Edith A. Chalk. I arn employed by the United States Depafiment of

Energy (DOE) where I am currently the Director of the O{fice of Technical Guidance in DOE's

Offrce of the Associate Under Secretary for Environment, Health, Safefy and Security (AU),

Office of Classification in Germantown, Maryland. I have worked in DOE's Office of

Classification for' 24 years and have served as the Director of the Offlce of Technical Guidance

in DOE's Office of Classification for 15 years. I report directly to Andrew P. Weston-Dawkes,

Director of DOE's Office of Classification.

2. As Dilectol of the Office of Technical Guidance in DOE's Office of

Classificatioll, my duties include the management and supervision of a comprehensive program

for the development and distribution of classification guides within DOE and to other

government agencies. I balance DOE's comnitment to maximize the amount of infotmation that

＞
＞＞
＞
＞
＞
＞
＞
‐＞＞
＞
＞＞
＞
コ

Case 1:18-cv-00777-TSC   Document 14-2   Filed 07/26/18   Page 1 of 30



can be madc aⅣ ailable to the public with thc nccd to protcct national security and prevel■
t nuclc鉗

p■olitration。

3.    The statenlents cOntaincd in this declaration are based upon nly personal

kllowlcdge,infollnation provided to mc in lny offlcial capacity,and conclusiollls and

deterrninations reached and lYladc in accordance therevrith.

4. Due to the nature ofmy oficial dllties,I am familiar with the procedures followed

by DOE Offlce ofClassiflcation in responding to requestS for infol■
nation pursuant to thC

provisions ofthe FOIA,5U.S,C.§ 552,Speciflcally,I arn aware ofthc scarch,processing,and

prodllction ofdocumcnts rcsponsive to thc FOIA requcst thtt is the subieCt Ofthe above―

captioncd litigation submitted by Grant SInith.

6.  As Dircctor ofthe Ogice of Technical Guidance in tlle DOE's Offlcc of

Classiflcation,I ovcrsaw thc processing ofthc request. This declaration will cxplain the basis fo■

DOE's Offlcc ofClassiflcation withl■ olding ccrtain cxempted information in its rcsponse to

PlaintiFs FOIA Rcquest No.HQ…2015-0699.I malCC tllis declaation in suppo■
ofDOE's

4ゝ0tion loI StunΠ l〔Цy Judgmcntin thc above― captioncd litigation.

FOIA REOUEST NO. HO-2015-0699

7 . on February 18, 2015, Plaintiff submitted a FOIA request to DOE seeking

,.DOE Classification Bulletin wPN-136 [sic] on Foreign Nuclear capabilities."l IEXHIBIT A -

Plaintiff s February 18, 2015 FOIA Request)'

8. on Februar.y 23,2015,A-lexander Momis, FOIA Officer in DoE's Office of

Infor.mation Resour.ces (oIR), sent Plaintiffa letter providing the controlled number HQ-2015-

0699, and advising Plaintiff that the request hacl been assigned to the DoE's offrce of the

1 Plaintiff erroneously identified the document as "WPN" in his request; the correct acronym is "WNP'"
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Associate Under Secretary for the office of Environment, Health, Safety and Security (AU) to

conduct a search. In this letter, Alexander Morris also advised that he had determined that tire

request satisfied the criteria considered for a waiver of fees. (EXHIBIT B - DOE's Interim

Response Letter)

g. On August 2A,ZOL5,DOE's OiR responded to the FOIA request, releasing a

document entitled ,.Guidance on Release of Information Relating to the Potential for an Israeli

Nuclear Capability, W?N-136 [sic] (Guidance)" with redactions, which it justified pursuant to

Exemptions 1 and 7(E). (EXHIBIT C - OIR's August 20,2015 Response Letter)'

10. On August 25,2015,Plaintiff appealed DOE's determination to withhold

information pursuant to Exemptions I and 7(E) to DOE's Office of Hearings and Appeals

(OHA). (EXHIBIT D - PlaintifPs Appeal)'

1 L On February 72,2016,OHA issued a decision and order finding that DOE had

properly with.held the ledacted information pursuant to Exemptions 1 and 7 (E), (EXHIBIT E -

OHA's Decision and Order on PlaintifPs Appeal)'

FOIA ExemPtion 7

12. Exemption I exempts from disclosure matters that are "(A) specifically

authorized under criteria established by an Executive ordelto be kept in secret in the interest of

national defense or foreign policy and (B) are in fact proper'ly classified pursuant to such

Executive ofder.,,5 U.S.C. $ 552(b(1); accord 10 C.F.R. $ 1004'10(bX1)'

13. Executive Order 13526 is the cument Executive Order that prnvides for the

classification, declassification and safeguarding of National Security Information (NSI)' When
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propcrly classifled undcr this]Exccutive Order,NSI is exempt froln lnandatory disclosllrc under

Exemption l.5U.S.C.552(b)(1),Sιθ 10 C・ F.R.§ 1004.10o)(1).

14. AU staffprocessed the scarch results for FOIA HQ‐ 2015-0699,Dllring the

process,AU staff detelmincd that poltions ofthe one(1)rCSpOns市 e document containcd equities

from the Department of State, Consistent with D()E's policies in processing records responsivc

to FOIA rcqucsts,AU staff coordinated its review witll tl■ e Department of State and detcrl■ lined

that a portion ofthc one(1)rcSpolllsive document should be withhcld undcr Exemption l.

15.   Thc infolTnation withheld under Excmption l pertninS to the lsraeli goverrullcnt

and is information thatthc Dcpartmcnt of State has det∝ mincd to be NSI.The Dcpartmcnt of

Statc has indicated that the languagc rcnlains propcrly classiflcd. Thus,the infolmation is still

cxempt fl・oln disclosurc undcr Exemption l and nlust be withheld,

Eじι″ψrJθ″7の

16. Exemption 76)exempts iom discloswe“records or infol■lation compiled for

law enforcel■ lent pulposes IWhen disclosurc]WOuld disclose techniques and pЮ cedures for law

enforceinellt investigations or prosecutions,or would disclose guidelincs for law cnforcement

investigations or prosecutiollls if SuCh disclosure could rcasolllably be cxpected to risk

circumvention ofthc law."5U,S.C.§ 552o)(7)(E).

17. DOE has asselted Exemption 7(E)to p■Otect iom discloswc a poltion ofthe one

(1)reSpOns市 e documcnt,ThC Guidance in the docllment contaills DOE scnsitivc unclassified

infornlation relatcd to guidancc on the handling of certain ttormation pertaining to thc lsracli

government,some ofwhich thC Department of State has detenllined lo bc NSI.

18。   All DOE classiflcation guidcs and bullctins aК  prcptted for the sole purposc of

assisting thc Fedcral Govellllncnt in identitting alld protecting sensitive information as deined
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in the Atomic Energy Act of 1954,as alnended,and Exccut市 c Ordcr 13526,C:ass′θグNα″θηα′

&多
`"″
′ク硝釧″α″θη・ They constitutc internal,procedural guidancc to assist only Goverlllnent

classiflcation oficials and duly appoillted contractor classiflcation representatives inぬ e

pcrfoll..ancc ofthcir Execut市 e duties,Ncither classi■ed nor Offlcial Use Only(OUO)guides

and bulletins wcrc ever intended to be trasfeぼ cd to any palty outside ofthe custody and control

ofthe Exccutivc branch ofthe Federal Goverrlmcnt.

19.   Based on established intcmal Departrnental directives,access to classiflcation

guidancc(classifled or OUO)rCqurcs a need… to―know,Classiication guides and bullctins田 ℃

Only issued to individuals whosc dutics are dircctly related to classiflcation, A list ofindividuals

authorized to receive any palticultt guide or bulletin is lnaintalncd within the Offlce ofTcchnical

Guidance.Before an individual can bc addcd to the list,veriication of a nced for the guidance

must be received frorn the local classiflcation offlce or classiflcation representative.[「 hen cither

the Tcchnology TeaFn Lcad orthc Weapons Tcanl Lcadヽ vithin the Offlce ofTechnical Guidance

approves an individual to receive thc guidancc based on thcir need to conduct offlcial business。

20. Disclos‐c ofthc infomlation DOE withheld pur,uanttO Excmption 7(E)would

「

ovide insight into the types ofittblll.ation the govument considers to bc classi■ ed.Ifthis

guidance were released,it would materially assist effolts to disccl■ l ClaSsifled or sensitive

infolllation tlu・ ough compttison with dedassiied infoⅢLttiOn.■s rdeasc would reduce and

possibly nullify the e」 ectivcncss ofthe clas」 ication procedure describcd in thc Guidancc,

which is still in cffect,and would impairthe DOE's ability to cnforce laws relatcd to protecting

classiicd information fronl public rclease.Thcrefore,thc DOE properly、 vithheld the

information pursuantto Excmption 7(E).
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21. The information redacted and withheld pursuant to Exemption 7 (E) has been

reviewed to ensure that all reasonably segregable information in the documents have been

released to Plaintiff.

Pursuant to 28 U.S.C. $ 1746, I hereby affrrm under penalty of perjury that the foregoing

declaration is truc and colTcCt.

Datcと __享 Zttrゞ____

Director, Office of Technical Guidance
Office of Classification
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EXHIBIT A
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Morris, Alexander

From:
Sent:
To:
Subject:

WEBMASTttRI DOE
1/Vednesday,February 18,20159:05 AM
FOIA― Central
Form submission from:DOtt Headquarters FOIA Request Form

Submはed by anonymous町

“

)2‐ 2414」            F[B18"巧 χ
l

Submitted values are:

~(:闘

墨lttrr富む         
α師・日%:糊繭 詢h

Organization:lRmep

Address:

P08ox 32041

Washington′ DC 20007

Fax number:

Phone number:202‐ 342‐ 7325

Email address:nSmith@irmep.o曖

――Rea50nably Describe Records― ‐

輌 E椒 :llamnBullttnwPN■ 36 on Foreign Nudear
capamua

This is apparently a secretlaw under which government officials

are compelled to mislead the American public(63 9 percent of

whom believe lsrael has nuclearweapons′ see be:ow)on the status

oflsraelis arsenalin order to defraud them of 53 b‖ lion per

yearin violation ofthe Symington and Glenn Amendmentsto the

Foreign Aid Act of 1961.

http:ノノwww RoO只 le.co mノ insightttconsumersurveysZView?surveェ =7gfftske)咀 bf4&⊆ uestion=1&filter=&rw=1

Specifv preferred form or format:Paper/CD/whatever

__Type of requestor‐‐

Select a description of YOurself and the purpose ofthe request

to help determine yourcategory for assessing fees:A

representative ofthe news media and the requestis made as part

of news gathering and not for commercial use.

Affi‖ ation:Writes regular reports for Antiwar.com

Type of media:Other

Other media type:ヽ Veb and radio. See:

https://www.go9gle.com/webhp?50urCeid=chrome‐ instant&ion=1&espv=2&ie=UIF=

8#o=grant%20f.%205mith%20antiwar

ぅぽ
″

ЦQ_みσ′あ111ノ
「
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--Fees and waivers--
Please select the statement that applies: I request a waiver or
reduction of fees.
--Waiver factors-

The subject of the request: Americans (and FOIA courts) abhor
secret law.
The informative value of the information to be disclosed:

Yes,

forcing government employees to lie wastes reporters time and
u ndermines governance.
Contribution to an understanding by the general public: The
public does not understand that this policy is guided by

special
interest politics and not national security.
The significance of the contribution to public understanding:
They will be able to see the how the codification of

corruption
really works,
The existence and magnitude of a commercial interest: None.
The primary interest in disclosure:
The truth. See latest report on how this corrupts governance
at:

http://www.wrmea.orgl2015-ia nuarv-februarv/lawsuit-cha llenees-u.s.-am biguitv-toward-israels-nuclear-a rsenal.html

--Expedited processing--

Justification: an urgency to inform the public concerning actual
or alleged Federal Government activity exists (this option
available ONLY for requesters primarily engaged in disseminating
information).
Please provide your specific justification for expedited
processing:

Americans are being bombarded with propaganda about the lran
nuclear threat, which is non-existent, and do not understand the
corruption that enables the lsraeli nuclear program through
illicit materials transfers:

htto://irmeo.orelila/numec/

The heavy involvement of foreign leaders in stealing US nuclear
tech:

h.Ito://irmeo.orelila /krvto ns/defa u lt. aso

And the codified cover-up that keeps them in the dark.
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The results of this submission may be viewed at:
htto://enersv.sovlnode/268183,/submission/2 18741
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EXHIBIT B
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Department of EnergY
Washington, DC 20585

Febnrary 23,2015

Mr. Grant F. Smith
lRmep
PO Box 32041
Washington, DC 20007

Re: HQ-2015-00699-F

Dear Mr. Srnith:

This is an interim response to the request for information that you sent to the Department of
Energy (DOE) under the Freedom of Information Act (FOIA), 5 U.S.C. 5i2. You requesred rhe
"DOE Classification Bulletin WPN-136 on Foreign Nuclear Capabilities."

I have assigned your request to the DOE's Officc of the Asscciate Under Sccrerary for the Office
ofEnvironment, Health, Safety and Security (AU) to conduct a search of its files for responsive
documents. Upon complction of the search and review ofany records locatcd, you will be
provided a response.

In your letter, you requested a waiver ofall fces associated rvith the processing of the request.
For purposes ofassessment ofany fees, you have becn calcgorized undr:r thc DOE regulation
lhat implements lhe FOIA at Title 10, Code of !'cderal Regulations (CFR), Section t001.g(bxl),
as a "nervs media" requestor. Requestors in this category arc charged fces for duplication only
and are providcd 100 pages at no cost.

Pursuant to l0 CI'R $ 1004.9(8),I have reviewed fte information you providcd in the rcquest ro
support your requcst lbr a fee u,aivcr. I have dctcmrincd thc information srtisfics dre criteria
considered for a rvaiver offees. A rvaivcr, rherelbre, is approprittc tbr any fccs thnl ma) bc
incurred becausc the subjcct of the rcqucst rclalcs to a govcrnntcnt activity, and infomratron
about the activity could lead to grcater undcrstanrling by thc putrlic about the rnatrcr. \'ou also
hovc demonslratcd the :rbility tnd intcnt of your organizrliou to disscnrinate the informarion ro
thc public in a fonn that can further understanding ofthe subject urattcr.

In addition, you also requested cxpedited processing of your request. You stated that
"Americans arc bcirrg bombarded with propaganda about lhe lran nuclear thrcat, rvlrich is non-
existent, and do not undcrstantl the corruption tltat enables tltc Isracli nucloar program tlrrough
illicit matcrials transfcrs."

The FOIA permiLs agencies to expcditc the processing ofrequests ifrcquesters demonstr.tc a

"compclling nced." 5 U.S.C. $ 552(aX6Xg)(iXI)' A "conrpelling necd" is cstablishcd s'hen onc
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oftuo crilcril rre nret. 5 U.S.C. \ 552(a)(6XEXr)(ll). The critcria are met wben (l)failurcto
obtnin lh(. rccords quickly "could reasonabl)' bL' expected to pose an imminent threat to the life or
ph!sical sxf!'t]'ofan indilitlual." or (3) rflhe "rcqucster rs primarily cngaged ln dissemlnating
intbmration" and can demonstratc that there is an "urgcncy to inform thc public conccming
actual or alleged Federal Govcmnrent activity." ld.

Thc reosons you hn'e provided do not adequately addrcss thc basis for which a rcquesl may bc

exped;tcd. You havc not providcd rllalcrial that cstablishes that thcre is any drea( to tlle lile or
safery ofal individual that rvould justiil expedirious proccss,ng of the requcst.

You also havc. not idcntified an actual or alleged activiry that poses any particular urgency that
rc'rluirc's tltc dissenrination of intbmration in an expcdited manner. ln order to dctcrmine rvhether
a requc'ster his den:onstratcd an "urgcncy to inform," and hencc a "conrpclling nccd." couns
consider at lcast three factors: ( I ) \1 hether the request concems a maner of current cxigcncy 1()

the .{,nrerican public: (-?) rl hether the consequences ofdelay.ing a responsc \}ould compromise a

significant recogrized inrcrest; and (-i) ivhethcr rhe requcsl conccm.s federal gor ernment acti! jt)'.
Al-Faved r'. C.l.A.. 25.1 F. 3d 300. 310 (D.C. Cir. 2001): Associatcd Prcss v. DOE, Case No,
TFA-0273 (Septenrber I1.2008). Your request does not address faclors one or flvo.

For these reasons, I am denying 1,our request for expeditious processing. The request will be
proccssed in accordance uith prorisions ofthe FOIA-

You ma1'challen-ee the denial ofexpedited processing by submining a rvritten appeal to the
Director, Office of Hearings and Appeals. at IIG-1. L'Enfanr Plaza Building, Depanment of
Energl,. 1000 Independence Ar,enue. S\i'. \\'ashilgton. DC 20585-1615- You should submit rhe
appeal * ithin 30 calendar days ofreccipt olihis determrnarion.

The rvri&en appeal. including the envelope. musi clrarij indicare that a FOIA appeal is being
madc. The appeal nrusr contain elentcnts requrrd by l0Clit sq 1004.8, including o copy ofthis
letter. Judtcial revies' rr ill lhereafter be ar ailablc' in ti',,: Federal Distnct Court either 1 I I in rhe

disricr rvhere you reside; (2) in the districi 
"rherc 

y(i, hate ,our nrincipal place ofbusiness: (3)
in the districr $'here th!' DOE records are located, or (+,, ln tild ['rr:irict of Columbia,

Please reflr to the abol'e referenced number in any comntunicalions \\'ith lhe DOE abour the

requesr- If ),ou have questions about the processtng oi'tbc requcst or thrs le[er, please contact
Ms. \'ordanos \l:oldai in this office at \.lA-90'Fonestal Building, 1000 Independencc Ar,enue,
S\', \Yashingon, DC 20585, or (?02) 586-7504.

Sincerely,

Office of Infornration Resources
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EXHIBIT C
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Department of Energy
Washington,DC 20585

At,gtist 20,2015

Mr. Grant F. Smith
IRmep
PO Box 3204 t
Washinglon, DC 20007

Via ernail: esmith@imren.orB

Re: tlQ-2015-00699-F

Dear Mr. Srnith:

This is in final response to tho request for infonlation lhat you s6nt io the Department of 8neryy (DOE)
under the Freedorn of Irformation Act (FOIA), 5 U.S.C. $ 552. You requested "DOE Classification Bulletil
WPN-136 on Foreigl Nuclear Capabilities."

Your reqnest rvas assigned to DOE's Office of Environrnent, Healdr, Safegr and Security (AU) to conduct a
search of its files for responsive rccords. AU began its search for responsive documents on March I2, 2015,
rvhich is tle cutoffdate for r esponsive records, and located one (l ) docunrent responsive to your request.
The document is being released to you as described in the accompanying indcx.

DOE has dctermined that certain infonnation should be rvithheld in {his documeut purstnnt to Exeltptiolt
(E) of rhe FOIA, 5 U.S.C. $ 552(bX7)(E). In addition, please bo advised rhat rhe U.S. Department of Srate
(DOS) has also rvithheld hrfolrnation in ihe docnment pursuant to Exemption I ofthe FOIA, 5 U.S.C. $ 552
(bxl).

Exenrption I ofthe FOIA protects fiom disclosure infounation tlrat has been deerned classified 'lrrrder
criteria established by an Executive order lo be kept secret irr the interest ofnational defense ol forcign
policy" and is "in lact properly classified pursuant to such Executivc order." 5 U.S.C. $ 552 (t Xl).

Exetrption 7(E) ofthe FOIA provldes that an agency may exempt fronr disclosure rccords cornpiled or
recompiled for larv enforcemetrt (including natiortal or homeland security) purposes ifthey could reasolably
b€ expeded to "disclose lechniques and proceduros for la\y enforcement invesligations or proseculions, or
rvould disclose guidolines for larv enforcenrcnt investigntions or prosecutions ifsuch disclosure could
reasonnbly be expecled to risk circunrvention o[1he larv." 5 U.S.C. $ 5sz(lrXTXE).

Inforrnation withheld pursratt to Exemptiou 7(E) contairs irfomration th[t rvould provido insight irto the
types ofdocutnents the Govemment considers classifred. If this infonnation rvcrc to be released, it wotld
rnaterially assist efforts to discem classified or sensilive infornration ihrough conrparison of de-clnssified

information. Release rvould reduce and/ol nullifu the effectiveness of the still-in-use classiftcation prccedurc

alld would inrpair the DOE's ability to enforce larvs related to tho protection ofclassified iufonnalion fronr
prtblic relcase.

This sotisfies the standard set forth in the Allomey General's March 19, 2009, nremorardum that lhe age[oy
isjustified ill not releasing material that the agency re8sonably foresees rvould harnr an inrerest protected by
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oneば 11,e statutoly● NEl■ ptiolls Thヽ ■lso satisttes DOE's rcguialions at 10 C.F.R.§ 1004.l to ntake recoMs
available wi:ich it is all:11● ti2ed tO Withllold inder 5 U S C.§ 552 1vhen it deter:nhles‖ lat sucll dお olosule is

ill lltc public intclest Accorditlg:y.we will:lol disclose this inforinatio■

Pursuantlo 10 C F.た §10047(り o),I aln the lldivklllal responsible for Jle detc“ ninaJ●llto wlhhold‖ l●
ilifon■ntioll descrlbcd llbovc. Tll● FOIA lequilcs that“ n:ly lcnsonably seg"3ablc po“ :oll ofa l.ccord slla‖ bc
pro宙 ded to any pelsoll rcqucsting sticil rccord nfter deletioll oftil● poFiolis wbiCll are exel:lpt''5US_C.§

552(b).As a rest:1,a redacled versio:l oFtlle d∝ umentis being released to you in accordance witi:10 C F.R.

§10047(D13)

Tllis decisioll,ns we‖ as the adeqllacy oFthe scarch,lnay be appealed wititi!、 30 calendar days fl・ Ont yotlr

receipt oflls lcter pu、 mantto 10 C.F.R.§ 1004,8.AplDeals should be nddrcsscd to Dhocto■ Ofrl∝ 。f
Hcaritigs and Appeais,1lG‐ 1,L'Ellfant Pla黎 ,U S Depaltlllcnt ofEnergyj 1000 1:ldepclldellcc Aven“ q
SW.,Washington,D.C.20585‐ 1615.Tllo、 viltlcll appeal,inc!“ ding the cnvclopc,nlust cl●arly indicate lllat
aFO:A appcalヽ bdng made_You niny also submt you.appeal by● ‐nlaJ to OHA.nln郎のhQ doc.Ю v,
inchlding iho phrasc`=Fl・ccdonl oflnfomlation AppeaF'11 1lo subiCCt liilc.The appeal must cOntain ali tit●

denioitslequired by 10 C.F、 R.§ 1004.8,includln3 a∞ py Ofthe dctenllltlation ttter.Thereaner,」 udthl
rcvicw w‖ l be available to yoll in thc Fcdcral DistHct Court clhげ (1)h the district where you rcside,o)
where yow have your principal place ofbusiness,(3)wherC DOE's rccords are situatcd,or“ )“tJle Dζ t」ct

ofColumbia.

Tllc FOIA pl● vides for the nsses,ilent offees for dle processhig oFrequeslsル ′SU.SC§ 552● )14)lA)(D:
s゛′arsa lo c.F.R.§ 1004 9ca)110u:Fcbrt,ary 23,2015,lcttet yot:were advised tilat yotr rcql:ost、vas
placed in the``11● Ivs lnedia"categoly for rce p.lPoses Requestels in this catcgOry a"cltargcd fces fOr

duplicatioll only alld arc providcd 100 pagcs at no cos: In dlat icttct we infonncd you thatthO inForl■ atioll

yOli providcd satisied your“ qltOst for a fce lvaiver.As such,yoo will no:be cllargcd any rees For

p"ccssing:1lis FOIA reqllcst.

Ifyou llavc any qtlestions abolli til● processilig ofyol:r rcqt:ost,or tilis iettcr9 yoll may contact Mr ttyktlt

Ozger or nie nt:

MA‐90/いmcstal Bu」 dillg

10001:,depelldelice Aventle,SW

Washhlgloll,DC 20585

(202)586-5955

1 appltciatc dlo oppo“ t::lity to assist you witll:1lis lnatter

Office of Infonnation Resourres

Enclosures

つ

´
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Ilcqucsl #! HQ-20I5-00699-li

tri[nl rcspoDse to t[e l'equest fi'onl Mr. Glnnt Snrith for:

"DOf, Classilication Bulletirr WfN-136 on Foreigrt Nuclenr Cnpabllitics,"

The Olfice of Environnlent, Health, Safety and Security (AU) conducted a search of its files and located one
(l) docrunent responsive lo your request.

. One (l) documerl is beitrg rcleased i,t pa,'t, p,osndlrt lo Etemptiotrs (b)(l) ttrtd (b)(7)(E).
hrformation rvithheld by DOE pursuant to Exemption 7(E) contahrs information that rvould provide
h$ight into the typss ofdocumerrts the Covertrment considers classified,

り
，
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DepaltmentoFS● LCいJiCaJon Cude 05‐ 1,D:dated
Jahuary 2005, as the

(U) This bulletln wi[ bJ hco+orared iaro 
[utrirb 

onanees orrevisions to CG-NP-3.

Ardrew P. Weston-Dawkes
Director
Office of Classification
ofHcath,Safcty ar.d Security

劇離lCIALUSE口‖LY
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From: Grant F. Smith

To: Filinos. OHA

Subject: Freedom of Information Appeal

Date: Tuesday, August 25, 2015 12:02:19 PM

Attachments: HO-2015-00699-FResoonsiveDocuments-Final.pdf
HO-20 15-00699-F Resoonse Letter -Final.pdf

Importance: Hiqh

This is an appeal ofthe lDOE's decision to withhold portions ofWPN-136 and is ttled within 30 calendar

days■om my receipt ofthe August 20,2015 agency release letter pursuantto 10 C.F.R.§ 1004.8.

DOE has deterlnined that certain infomation should be withheld in WPN-136 pllrsuantto Exemption 7(E)

ofthe FOIA 5 U.S.C.§ 552(b)(7)(E).

The substance ofthe infonnation withheld,that lsrael has a nuclear、 veapons program and arsenal,is no

longer considered by the Executive to be classifled.

The Executive has aHowed the release ofCIA National lntenigence Estllnates which clearly state lsracl is a

nuclear weapons state.

This year,the Executive aHo、 ved release ofa detailed 1987 1Deparment Of Defense overvic、 v oflsracl

nuclcar weapons production iniastructure and hydrogen bomb program.

For years,Israel has diverted nuclear weapons materials,technology and know― how iom the United States.

Law enforcement records doculnentthis clearly in the case ofNUMEC,

Netanvahu/Richard Snlvth smuggling ring and the case of]「 elesy. Despite their appearance,the passage of

time has revealed such records are not actually compiled or recompiled for the purposes oflaw

enforcement,because the I」 S does not uphold the relevant statutes when lsrael is involved. 】Despite

overwhehning,ongoing evidence ofviolations ofthe Atomic Energy Act and the Nuclear Non―

Proliferation Treaty,a single criminalindictment for such smuggling has yetto be flled.

Thel」 .S.public ovenvheliningly believes that lsraelis a nuclear weapons state,according to recent polls.

W?
ne claim that classincation protocols might be

somehowjeopardized is therefore invalid.Indeed,under another relevant declassiica● on protocol,

GEN‐ 16,in such cases about something as widely known as the existence oflsraells nuclear weapons,the
‖
DOE Deputy Dicctor for Operations,Offlce ofHealth,Safety and Security,shall examine the possibiliサ

ofdeclassiflcation."hl単墨笠ュe瑠二g理ム塾過曇Ш山■k」と上
=2堕
L矩週N二重」登亜重塑珪緊ユ上駆∬

The U.S.Deparmlent Of State(DOS)haS alsO withheld infomation in the docllment pursuantto Exemption

l ofthe FOIA,5 UoS.C.§ 552(b)(I).ThiS,lke Exemption 7(e),iS a misapplication because the Execut市 e

no longer treats the lsraeli nuclear arsenal as classifled

Over classiflcation,FOIA delays and FOIA denials are not supposed to be used to cover‐ up failllres stated

President Barack Obama upon entering ofEce,'lThe Freedom oflnforlnation Act should be admmistered

with a clear presulnptioni ln the face ofdoubt,openncss prevails.The Goverlment should not keep

inforlnation confldential inerely because public ofacials lnight be embarrassed by disclosure,because

errors and failllres lnight be revealed,or because of speculative or abstract fears.Nondisclosure should

never be based on an effolt to protect the personal interests ofGoverrment offlcials at the expense ofthose

they are supposed to serve.In responding to requests tlnder the FOIA,execut市 e branch agencies(agencies)

should act promptly and in a spirit of cooperation,recognizing that such agencies are seⅣ ants ofthe

public."
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Maintaining a cloud of secrecy prohibiting pubHc review ofa"gag orderi'such as WPN-136 while rigidly

enforcing it appears to be a key enabler in the ongoing violation ofamendments to the 1961 U.S.Foreign

Aid Act. Perhaps that is、vhy the gag order was originally implemented and so rigorously enforced. If so,

the govemed must know aboutitin orderto give inforrned advice and consent.

US Congress passed the Symington AmendmenttO the Foreign Aid Actin 1976.The Symington

Amendmentto the Foreign Assistance Act of 1961 prohibits most U.S.forcign aid to aw country follnd

trafflcking in nuclear eFlriChment equipment or technology outside ultemational safeguards The Glcnn

Amendment of 1977 to the Foreign Assistance Act of 1961 caHslbr an end to U.S foreign aid to countries

that import nuclear reprocessing technology.The public has an interestin knowing why Congress and the

President do not observably hold current annual foreign aid to lsrael ofrnore than S3 billion per year

SutteCttO Symington and Glem.Or,as in the case ofPakistan,execute the proper waivers to make such

aid compliant with these laws.Attusting for innation,and assuming the vdue of secret intelHgence

support,since 1976 1」 .S.taxpayers have delivered S234 billion in aid since 1976 to nuclear― amed lsrael.

It is importantto note under Execut市 e Order 13526§ 3.1(a)that documents may not be classifled h ordertO

``(1)COnceal宙 olations oflaw,inefflciency or administrative

error;(2)prevent embarrassmentto a person,organization or agency;(3)restrain competition;Or(4)

prevent or delay the release ofinfonnation that does not requie protcction in the interest ofnational

security.''

WPN-136 appears to inction prilnarily as a gag order designed to conceal violations ofthe Symington and

Glenn Amendments and therefore cannotlegaHy be、 vithheld ionl public revic、 v.I demand the IDepartment

ofEnergy hlly release an un― redacted dighal copy ofWPN-136 within 20 working days.

Please coninn receipt ofthis electronic conllnunication.

Grant F.Smith l Director l inStitute for Research:Midd:e Eastern Po:icv′ inc.

丁el:202.342.7325 1 Twitter:@IRmep l           l httpブ /www.IRmep.Org lPodCast Feed
htto://irmeo orQ力 rmeo.xml

To Fscarεわθρσ′rrlρ rοソθt/S―Иσttθ [σst ρO″ε//brmυノαど′οη.

o Research o Awareness o Accountability

cc: Barack Obama, White House

Attachments: Copy of Determination Letter

Redacted scan of WPN-136

From: Ozger, Aykut (CONTR) [mailto:Aykut.Ozger@Hq.Doe.Gov]
Sent: Thursday, August 20,2Ot5 4:33 PM

To: gsmith@irmep.org

Subject: Final Response for FOIA Request HQ-2015-00699-F

Importance: High

Mr. Smith,

I attach the Department of Energy's final response letter, together with the requested information,
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for your FOIA request # HQ-2015-00699-F.

Thank you,

Aykut Ozger, Esq.

FOIA Analyst

Central Research, lnc. Contractor

U.S. Department of Energy

1000 lndependence Avenue, SW

Washington, D.C. 20585

Case 1:18-cv-00777-TSC   Document 14-2   Filed 07/26/18   Page 23 of 30



EXHIBIT E

Case 1:18-cv-00777-TSC   Document 14-2   Filed 07/26/18   Page 24 of 30



Departrnent of Energy
Washington′ DC 20585

FEB 1 2 2θ lδ

CERTIFIED MAIL
RETURN RECEIPT REQUESTED

Mr. Grant F. Smitlr
IRmep
P.O. Box 32041
Washington, DC 20007

Re: OFIA Case No. FIC-15-0003
FOIA Case No. I-lQ-2015-00699-F

Dear Mr. Smith:

The Department of Energy has considered the Freedom of Infomration Act Appeal you
filed on August25,2015, regardirrg DOE Classification Bulletin WPN-136. As the

enclosed Decision and Order indicates, the DOE has determined that your submission be

denied.

If you have any questions regarding this Decision and Order, please call or write to

William Schwartz, Staff Attomey, Office of l-learings and Appeals, U.S. Department of
Energy, Washington, DC 20585-1615, telephone number (202)287-1522. You may also

reach him by e-mail at William.Schwartz@.hq.doe.eov.

Sincerely,

ぃま電1胤f胸‐
Director
Office of Flearings and Appeals

Enclosures

Om¨d tt SOy nk OnreC刺“ptaper

Case 1:18-cv-00777-TSC   Document 14-2   Filed 07/26/18   Page 25 of 30



Depaftment of Energy
Washington, DC 20585

United States Department of Energy
Office of Hearings and Appeals

In the Matter of Grarrt F. Smith

Filing Date: August 25, 201 5

Case No FIC 15-0003

LmCd FEB 1 2 2016

Dccision and Ordcr

Grant F. Smith filed an Appeal from a determination that the Office of Information
Resources (IOR) issued to tlle Institule for Research: Middle Eastern Policy (lRmep) on
August20,2015 (Request No. I IQ-2015-00699-F). In that determination, OIR released a

document responsive to a request that IRniep filed under the Freedom of Information Act
(FOIA), 5 U.S.C. $ 552. OIR rvithheld portions of that doculrlent under Exemptions I arrd
7(E) ofthe FOIA. This Appeal, ifgranted, rvould require the DOE to release the portions of
the responsive document tllat were previously withheld lrom disclosure.

I. Background

On February 18, 2015, IRmep flled a FOIA request seeking a copy of
"DOE Classification Bulletin WPN-136 on Foreigr.r Nuclear Capabilities." See

Determination Letter from Alexander C. N{orris, Director, OIR, to Grant F. Smith, IRmep
(August 20, 2015). On August 20, 2015, OIR responded to the FOIA request, releasing a

document entitled "Guidance on Release of Information Relating to tlle Potential for an

Israeli Nuclear Capability, WPN-136" (Guidance) rvith redactions, rvhich it justified
pursuant to FOIA Exernptions I and 7(E). kl.

Mr. Smith challenged OIR's detern,ination to rvithhold information in an Appeal dated

August 25, 2015. In his Appeal, Mr. Smith contends that the information rvithheld pursuant

to Exemptions I and 7(E) should be released because "the Executive no longer treats tlle
Israeli nuclear arsenal as classified." Appeal at l. Because, as explained belorv, the

information withheld under Exemption I is classified information, rve referred the Appeal to

the DOE Office of Environment, IJealth, Salety and Security (EI{SS), rvhich revierved that

rvithheld information, to determine rvhether it rvas properly classified under current

guidance, as rvell as the infon.uation rvithheld pursuant to Exemption 7(E). We have nor.v

received EIISS's report of its revierv.

@ ""^"0 
*un 

"", 
.k on recycred pape,
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II. Analysis

The FOIA requires that documents held by federal agencies generally be released to the
public upon request. The FOIA, however, lists nine exemptions that set forth the types of
information that may be withheld at the discretion of the agency. 5 U.S.C. $ 552(b). Those
nine categories are repeated in the DOE regulations implementing the FOIA. l0 C.F.R.

$ 1004.10(b). We must construe the FOIA exemptions narrowly to maintain the FOIA'S
goal of broad disclosure. Dep't of the Inlerior v. Komath Water Users Prot. Ass'n,
532U.S. 1,8 (2001) (citation omitted). The agency has the burden to show that information
is exempt from disclosure. See 5 U.S. C. $ 552(a)(a)(B). To the extent permitted by law,
the DOE will release documents exempt from mandatory disclosure under the FOIA
whenever it determines that disclosure is in the public interest. l0 C.F.R. $ 1004.1 .

Exemption I

Exemption I ofthe FOIA provides that an agency may exempt from disclosure matters that
are "(A) specifically authorized under criteria established by an Executive order to be kept
secret in the interest of national defense or foreign policy and (B) are in fact properly
classified pursuant to such Executive order." 5 U.S.C. $ 552(b)(1); accord 10 C.F.R.

$ 1004.10(bxl). Executive Order 13526 is the current Executive Order that provides for the
classification, declassification and safeguarding of national security information (NSI).
When properly classified under this Executive Order, NSI is exempt from mandatory
disclosure under Exemption l. 5 U.S.C. $ 552(b)(l); see 10 C.F.R. $ 1004.10(bXl).

The Associate Under Secretary for Environment, Health, Safety and Security is the official
who makes the final determination for the DOE regarding FOIA appeals involving the
release of classified information. DOE Order 475.28, $ 5OX8) (NSI per Executive Order
11526). Upon referral of this Appeal from the Office of Hearings and Appeals, the
Associate Under Secretary reviewed the Guidance, focusing on the applicability of
Exemptions I and 7(E) to its contents.

The Associate Under Secretary reported the results of his review in a memorandum dated
December 14,2015. In that review, he explained that the requested document contains
information pertaining to the Israeli government that the Depar[nent of State has determined
to be NSI. He firther stated that the DOE coordinated its review with the Department of
State at the time of lRmep's initial request, roughly 90 days before the review his office
undertook at OHA's request. Because he could find no change in policy in the interim, he

determined that the DOE must continue to respect its sister agency's determination that the
portion of the Guidance deleted and marked "DOS (b)(1)" is still properly classified by the

Department of State as NSI pursuant to Executive Ord er 13526. As stated above, when NSI
is properly classified under that Executive Order, it is exempt from mandatory disclosure

under Exemption I .
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Exemption 7@)

Exemption 7(E) ofthe FOIA provides that an agency may exempt fiom discloswe records
compiled or recompiled for law enforcement (including national or homeland security)
purposes iftheir production "would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement
investigations or prosecutions if such disclosure could reasonably be expected to risk
circumvention of the law." 5 U.S.C. $ 552(bX7XE).

The federal courts have interpreted Exemption 7(E) to apply to techniques and procedures
used in civil as well as criminal law enforcement investigations. See, e.g., Nowak v. IRS,
210 F.3d 384, No. 98-56656, 2000 WL 60067, at *1 (9d Cir. Jan. 18, 2000); Mosby v. U.S.
Manhab Sem., No. 04-2083, 2005 WL 3273974, at *5) (D.D.C. Sept. 1, 2005). Moreover,
in a Supreme Court concurring opinion, Justice Alito opined that the phrase "compiled for
law enforcement purposes" should be construed to encompass not only investigation and
prosecution, but also "proactive steps designed to prevent criminal activity and to maintain
security. Milner v. Dep't of the Navy, 131 S. Ct. 1259,1272 (2011). Similarly, orher federal
courts have upheld the application of Exemption 7(E) in the context of preventative law
enforcement. See, e.g., Asian .Law Caucus v. DIIS, No. 08-00842, 2008 WL 5047839, at *4
(N.D. Cal. Nov.24, 2008) (protecting the details of 'Vatch list" programs); Judicial Watch,
Inc. v. Dep't of Commerce, 337 F. Supp. 2d 146, 181-82 (D.D.C. 2004) (approving
withholding of firearm and radio details used by agents protecting the Secretary of
Commerce).

In his report, the Associate Under Secretary explained that the Guidance contains DOE
sensitive unclassified information related to guidance on the handling of certain information
pertaining to the Israeli governnent that the Department of State has determined to be NSI.
According to the Associate Under Secretary, this information, which was withheld pursuant
to Exemption 7(E), constitutes information that would provide insight into the types of
documents the govemment considers to be classified. If this information were released, it
would materially assist efforts to discem classified or sensitive information through
comparison with de-classified information. Its release would reduce, and possibly nullifr,
the effectiveness ofthe classification procedure described in the Guidance, which is still in
effect, and would impair the DOE's ability to enforce laws related to protecting classified
information from public release.

Based on the information presented in that report, we find that Exemption 7(E) was properly
applied to withhold the information redacted from the document provided to Mr. Smith.
That information is not related directly to law enforcement investigations or prosecutions,

but because it is guidance conceming the treatment of certain information as classified or
sensitive, it is a form of preventative law enforcement. As such, it falls within the range of
information that federal courts have Protected by application of that exemption.
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Consequently, this information is exempt from mandatory disclosure under Exemption 7(E).

III. Conclusion

The denying official for these withholdings is Matthew B. Moury, Associate Under
Secretary for Environment, Health, Safety and Security, Department ofEnergy.

Based on the Associate Under Secretary's review, we have determined that Executive Order
13526 requires the DOE to continue withholding the portion of the Guidance pursuant to
Exemption I of tlrc FOIA. Although the DOE regulations at l0 C.F.R. $ 1004.1 state that a
finding of exemption from mandatory disclosure generally requires our subsequent
consideration of the public interest in releasing the information, such consideration is not
permitted where, as in the application of this exemption, the disclosure is prohibited by
executive order. Therefore, the portion of the Guidance previously withheld under
Exemption I must continue to be withheld from disclosure.

We have also determined, based on the Associate Under Secretary's review, that
Exemption 7(E) was properly applied to redact the remaining withheld portions of the
Guidance. We must, however, consider whether the disclosure of those portions exempt
from mandatory disclosure under Exemption 7(E) would nevertheless be in the public
interest. 10 C.F.R. $ 1004.1. After due consideration, we have determined that the public
interest will be best served by protecting, rather than disclosing, the information previously
and appropriately withheld pusuant to Exemption 7(E). Accordingly, Mr. Smith's Appeal
will be denied.

It Is Therefore Ordered That:

(l) The Appeal filed by Grant F. Smith on August25,2015, Case No. FIC-15-0003, is
hereby denied.

(2) This is a final order of the Department of Energy from which any aggrieved party may
seek judicial review pursuant to 5 U.S.C. $ 552(aXa)@). Judicial review may be sought in
the disaict in which the requester resides or has a principal place of business, or in which the
agency records are situated, or in the District of Columbia.

The 2007 FOIA amendments created the Office of Covemment Information Services
(OGIS) to offer mediation services to resolve disputes between FOIA requesters and Federal
agencies as a non-exclusive altemative to litigation. Using OGIS services does not affect
your right to pursue litigation. You may contact OGIS in any of the following ways:
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Office of Government Inlormation Services
National Archives and Records Adnrinistration
8601 Adelphi Road-OGIS
College Park, MD 20740
Web: ogis.archives.gov
E-nrail: osis@nara.qov
Teleplrone: 202-7 4 I -57 7 0
Fax: 202-741-5769
Toll-free: 1 -877 -684 -6448

翻瑚s、臨 _
Poli A MarllaoleJos

Dircctor

Offlce of Hcarings and Appcals

Datc: FEB 1 2 2016
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