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ALL nrF(lPHATID~1 COIITAIJIlED

HEHEIliJ IS IDJCLAS:3IFIED

DATE UC603221P/PL,J/CC

-1...:

FEDERAL BUREAU OF INVESTIGATION

'Date of transcription 4/27/93

b3 FRCP, Rule Ie)

b7

provided information listed in United states
D1str1ct court, Western District of New York,' sUbpoena number

I IWb~c:h vas served on "him by Special Aapnts ,(SAs) I
[ landl ~ ---~

b 3 FEeP '.....:.P:.::,u::l::e:....::....::.:..:._.nrphle.~_ii·nj-:a:t:lllla.!:..:iL·nQDnuC"'::.anDnlLS.:'~,iU~s.:,t-:1:·s..~...Jn::l':fJrl --.JIL__--,

b7

I

Iwas prov1ded, to SAf----...,...------------------'

Investigation on --=4.L./-=2~7.L./.::.9.:::3__'___a,t Amherst, New York FileH' 65W-BF-28197 --31~

by ~",--- ---,rL Date di~tated 4/27/93 b6
bcc

This document contains neither recommendations nor conclusions of the FBI. It is the property of ~c: FBI and is'loaned to your agency;
i.t and its contents are not to be distribujed o,!ts.i.de your agency. '
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FM Fer BIRMl~GHAM

FBI BUFFALO/ROUT~NE/

EoT

ens;: 113(,)7(1//

" ?A;;'S; Iocl _ J:NTD, Cl-1C.

"

b6
~ b7C

"-- I·WEI~MANN ~NSTITUTE OF SCIENCE:

THIS COMMUNICATiON IS CLASSIFI~D 1~1 IN 'ITS
"

SUBJECT:
l'

ESPIONAGE - ISRAEL; 00: BF.,

E'~_. i RElY.
"-

RE B~R~tNGHAM TE~ETYPE TO BWF~ALQ DATE,D JwNE 3, 1993 AND

BUFFALO TELCALL OF SA,I ----Jrso SAI__-----.----JloN
-.JUN~ 22, 199.3 •.

3UFFA~O ADvISED THAt TrlEIR ENTiRE OFFICE IS INVOLVED WITH

---- -~--'------_._-"---
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PAGE TWO D~'_FBIBH Q004.$~ ,

uP;:>JKING WU-1.'-O Wi\!IYERSITY, GAt1ES~ .JU~Y 8 -18, i 993, AT Bij;=~A~O,
J
~

"NAJOR CA$E; #67.,

MAJOR CA$.g #67, SHtWOULD NOT.B~ AB~~ TO~AD~RE~S CAPTIONED

MATT~R BNTIL AP?~0XrMAtEL¥ SEPTEMBE~ 13 1993.' b6
b7C

BIR.MINGHAM rS. PLACiNG '"j':hIS~MATTER :iN A 'IR\JCIl -,-:;:IA,Ti..l~_}\ND '

~I ... I..,; REOPEN WHEN REQ~E$TED TO 'DQr $9 -»:C?,iJ;=F.,~.L.Q. ANY FURTHER

COM~LiNtC::ATIl)N cqNeERNJN~_ Ttq'"§_i'1ATTER ',SHOtlLD B"E ADJ)R~SSED 30 SA

I­
I
I

'f

...

~'a;
• I

Q It¥ Ett:;:CL eM eA_tJ!,,\.t
I: .. ,

tH
-1'.

#OOQ2 ,.
'"

,
<r.

+
I....

~ :,. .-
~

I
I'.

I .. I

Nl\r~N
,

I,

I
/ 1/;. ..'~

I
I "
I

,"!

I 'r

I' .~ ,

1
'!'

''t,.

1

111.,..

I,
-,

... y, 1,
" ~

,
'"·t

'!
I, f

I' ¥ \>

1
•

1

, -.
r

I.. .

, "

L
' - '

- ,--~._'_._-~--'
'. -

--'_.- - -' --'.- --' - -_._-'~



ALL INFORltkTION CONTAINEDHEFEIN IS WCLASSIFIEDDATE OL-11-2012 BY UC603221P/P1J/CC

·5)co~ ~
\c"\lD\C\~ ~
~V'n.~u.;..r

db

· -



ALL INFORl·iATION CONTAI~mD

HEREIN IS TJMCLASSIFIED
DATE 01-11-2012 BY UC60322LP/PLJ/CC

@
L

&$W~~:;;;J;~~
'~~{'U!lrocif;;= 1;:Ctxffi I

I
d'''•• Il?en ..~
~iT..":1-- _ --r;:;;;.J:

f .Deff ;;'.0':993



r

. ,
i ....J .

fr ~
\,

A DECLASSIFIED BY UC60322LP/PLJ/CC~
Q ON 01-11-2012 0

Memorandum

".

To SA~5W~F;-28197)J) ~
(ATTN: SA""1L....- ::J

From ff? SA IL.....-- _

Subject: I ~

WEIZMANN INSTITUTE OF SCIENCE;
ESPIONAGE - ISRAEL
00: BUFFALO

Date 11/30/93

b6
b7C

This communication is classified "~II in its
entirety.

lnformatlon concernlng

Name:
Sex:
DOB:
POB:
SSAN:
Marital Status:
Permanent Residence:

Local Residence:

Telephone:
Student Number:
NYSID:

reliable osition to know)

reflect the following

b D
b
b C

PF?;~t
(2) Jf\lV

D

...-----....... LO b6
, b7C



BF 65W-28197

Ifurther advised that this I F
'---------

Above for informat~on Case Agent.

2

b7D
b6
b7C

1
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ALL INFOR1·1ATION CONTAI~mD

~REIN IS lij~CLASSIFIED t:>
VATE 01-11-2012 BY UC60322LP/PLJ/GG

1,
-1...:

FEDERAL BUREAU OF INVESTIGATION

Date oftranscription 10/6/93

b FRCP, Rule 6(e)
b
b C

On October 6. i993. I I

District hourt, western D1str1ct
IWhich was served onl

of
1pursuant to united states
~ew York subnoena number

I

I bv Soec1al Aqent (SA) I

I
I

I I

b6
b7C10/6/93

65W-BF-28197 -~~~File #

Date dictated

--==-t....=.J~=- at Amherst. New YorkInvestigation on

SAi-- -,..---J

by SA

This document contains n other mmendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency;

it and its contents are not to be distributed outside your agency.
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DECLASSIFIED BY UC60322LP/PLJ/CC
ON 01-11-2012 ••

FBI

1

TRANSMIT VIA:o Teletypeo Farsimile
IK] AIRTEL

PRECEDENCE:o Immediate
o Priority
o Routine

CLASSIFICATION:o TOP SECRET
o SECRETo CONFIDENTIAL
o UNCLAS EFT 0o UNCl,AS

Date 3/11/94

-

TO : DIRECTOR, FBI (ATTN: IOC I ----J

NSD e;E-1C), /\/s

FROM : SAC, BUFFALO (65W-BF-28197) (P)

SUBJECT I ~
WEIZMANN INSTITUTE OF'SCIENCE;
ESPIONAGE-ISRAEL (COMPUTER HACKING);
(00 : BUFFA~O)

This entire communication is classified IIS~.II

'----------------'~
Reference Buffalo airtel and Letterhead Memorandum

(LHM) dated 4/16/93 and captioned as above.

Enclosed for the Bureau are the original and five
copies of thel IIL.....-- ~

For the information of the Bureau source nro:viding
information in enclosed LHM is identified asl J who
is in a position to know and who has previously pro:vided
reliable information.

"b6
b7C

b6
b7C

(i)
Ib7E

b7E
b6
b7C

b7D

3 - Bureau (Encs. 6)
Q::>- Buffalo

~(.

(5)

Approfed:

~--

Per _
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DECLASSIFIED BY UC60322LP/PLJ/CC
DIll 01-11-2012

u.s. Department of Justice

Federal Bureau of Investigation

~

In Reply, Please Refer to
FileNo.

111 West Huron street
BUffalo, N.Y. 14202
March 11, 1994

I I
WEIZMANN INSTITUTE OF SCIENCE;

ESpIONAGE-ISRAEL (COMPUTER HACKING) ;

b6
b7C

b7E

March 11, 1994.

Buffalo Division, Federal Bureau of Investigation
(FBI).

This entire communication is classified "~" .

Office of Origin:

Date Investigative Summary Prepared:

,
I,

Basis for Investigation: Initial investigation con~ucted~FBI
Albuquerque and FBI Phoenix indicated tlJat subiect,j _
I ~ a United States person, bornl a
'Middletown, New York, utilized a fictitious computer identity to b6

access a computer located at New Mexico state University (NMSU) and b7C
through NMSU access computers at ~uma Proving Ground (YPG), Yuma,
Arizona Information provided by I I
I I NMSU, also indicated computers from the WEIZMANN INSTITUTE OF
SCIENCE (WIS) accessed computers from NMSU to penetrate computers at
YPG. A comparative study of transmission patterns, dates and times
among the WIS, NMSU, 1nd ypG cOjPuter systems determined the possible
scenario that sUbject. _was downloading data collected for
sUbject WIS in their contact with and accessing of YPG computers via
NMSU system.

Investigative steps Taken to Date: On March 8, 1993,1 l
Assistant District Attorney (ADA), Erie County, Amherst, New York,
advised the original charge of "misuse of a computer" lodged against b6the sUbject was reduced to a charge of "disorderly conduct." ADAJ::;7!'
I Iexplained sUbject was allowed to plead guilty to the reduced J.~
charge for the following reasons: this is his first offense;
officials at the state University of New York at Buffalo (UB), where
the sUbject attends college, were not "overly anxious" to have the

Cl~
De~R

~hed. Serialized,--.:;_.__'_J_'...W~......: ••_.~

. Indexed Filed, ~ ___

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to
your agency; it and Its contents are not to be distributed outside your agency.

-- ------
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I ~
WEIZMANN INSTITUTE OF SCIENCE;
ESPIONAGE-ISRAEL (COMPUTER HACKING)

b6
b7C

matter pursued; and the matter is of investigative interest to the
FBI. According to ADA I I, the sUbject is now guilty of a ~~('
violation and not of a crime. No attempts were made by local I~

au~borities fO determine the nature and amount of information accessed
byL _ what he did with information accessed; and if he acted
alone or in concert with others.

On this s ppeared in Amherst Town court
before Town Justice and pled guilty to the reduced
charge. Justice following sentence on the sUbject:
$100.00 fine plus 45.00 mandatory surcharge and 40 hours of community
service at UB. was also ordered to stay away from b6
unauthorized computers. During the proceedings 1 ladvised b7C
Justicel Ihis parents were financing his college education. For
court records the SUb~providedhis local address as I LI ~and his home address as I J

b3 FRCP Rule 6 (e) ---I 1·- r I' , . un a subnoena was served on
b6
b7C

b3 FRCP, Rule 6(e) I I
b6 On • united States District Court (USDC),
b7C Western District of New York (WDNY) subpoena number I I was

" 1v • on I I

I set forth :Ln the sUbpoena.L..- --l

2



I
'.

b6
b7C

I I
WEIZMANN INSTITUTE OF SCIENCE;
ESPIONAGE-ISRAEL (COMPUTER HACKING)

b3 FRCP, Rule 6(e) I
b6 r-------I--------------------------------.J1

"
b7C

I

b3 FRCP, Rule 6 re) On I I
b6 r-----~"'-L-------------------------------l....,
b7C

I

Ito a representative of the FBI.1...- ---1

Based on rb3 FRCP, Rule 6(e)
b6
b7C I

I I a second subpoena was provided by the Un~ted States
Attornev's Office WDNY onl

b3 FRCP, Rule 61e)
b6 On r I
b7C

Ito the representat~ve of the FBI.L...- ...I

3



1

SE~

=~~~==~IWEIZMANN INSTITUTE OF SCIENCE;
ESPIONAGE-ISRAEL (COMPUTER HACKING)

b6
b7C

b3 FRCP, Rule 6(e)
b6
b7C At this timel Istated to the FBI representative that

Rule 6(e)• b3 FRCP,
b6
b7C

On this same date, I I provided to a
representative of the FBI information requeste~ ~~ ~n·· ~"~ber

~ which was previouslY served on him onl I

by BUffalo indicated sUbject was scheduled to
of 1993; however, subject did not meet all
Throughout the summer, Buffalo attempted to
York Division in an effort to locate subject

FBI representat~ve.

Investigation
graduate from UB in May
academic requirements.
coordinate with the New
without success.

~as provided to theL..:::::":'"----"""'T"---r"-r--------------------I

b3 FRCP,
b6
b7C

Rule 6 (e)

On October 6
attestina that I

1993 I Icomnleted a WITNESS AFFIDAVIT
I

I
sut:>ooena SerVed onl

I Pursuant to the
I

4



b6
b7C==:"::":"""'==~~WEIZMANN INSTITUTE OF SCIENCE;

ESPIONAGE-ISRAEL (COMPUTER HACKING) __.~b3 FRCP I Rule 6 (e)
b6
b7C

_____~A....t:......:t.....h'-=i'_=s'__=t'_=im=e.L.,....1 1also advised that I ----...,

On
and who has

22, 1993, a source who is in a position to know
rovided reliable information, advised that

b7D
b6
b7C

Source adv1sed that

On January 25, 1994, FBI Buffalo coordinated with FBI
Washington Metropolitan Field Office (WMFO) to provide WMFO pertinent
background information and information retrieved from computer data
bases at UB for review, analysis and recommendations by the computer
Emergency Response Team (CERT). According to information provided by
WMFO, CERT works through liaison with the Department of Defense (DOD)
in investigating computer hacking of DOD computer systems.

On February 3, 1994, IL.....--=-~--.;-_,.--=__----JI advised IL.....- I~ ~c
made application to the Graduate School at UB.

Objective: The purpose of this investigation continues to be to fully
identify all individuals and institutions involved with the
penetration of the YPG computer systems and the penetration of other
classified and/or sensitive systems; determine the purpose and extent
of foreign involvement in the penetration; and identify all data
accessed and/or obtained by sUbjects as a result of the penetration.

~T
*5



DECLASSIFIED BY UC60322LP/PLJ/CC
ON 01-11-2012

\ FD-36 (Rev. U-17-88)

FBI

TRANSMIT VIA:o Teletype
o Facsimile
IKJ AIRTEL

PRECEDENCE:o Immediateo Priority
o Routine

CLASSIFICATION:o TOP SECRET
o SECRET
o CONFIDENTIALo UNCLAS EFT 0
o UNCLAS

Date 3/14/94

TO : ADIC, WMFO (ATTN: SA I ~
SQUAD C-17, NVMRA)

FROM : SAC, BUFFALO @;~;~:...~~ (P)

SUBJECT : I I
WEIZMANN INSTITUTE OF SCIENCE;
ESPIONAGE-ISRAEL (COMPUTER HACKING);
(00: BUFFALO)

b6
b7C

This entire communication is classified II~ II

___________1

Reference 1/25/94 telcall between SAI ~
___....J~ Buffalo and SA I ----J WMFO.

b7E

b6
b7

Also

student at the
state Un~vers~t of New York at Buf a 0 Buffalo is also
~ing L...- ---l

SAr ladvised during re telcall of Computer
Emergency Response Te m (CERT} at WMFO which has established
liaison with Department of Defense (DOD) in investigating
computer hacking of DOD computer systems.

b3 FRCP, Rule 6(e) E 1 d f WMFO· t' t b k dnc ose or ~s per 7nen ,ac gr~un

b6 information detailing
h7C

2 - WMFO (Encs1)
(Attn: SA L....- __

~- Buffalo
~

CI-17,

b6
b7C

Approved: _ Transmitted Per _



\

65W-BF-28197

By way of background, initial investigation
conducted by ~he Albuquerque and Phoenix Divisions indicated
that sUb;ect,l ~nited states person,
born I ~tilized a fictitious
computer identity to access a computer located at New Mexico
state University (NMSU) and through NMSU access computers at
Yuma Provin Ground YPG Yuma Arizona. Information
provided by NMSU,
also indicate e of
SCIENCE (WIS) in Israel accessed computers from NMSU to
penetrate computers at YPG.· A comparative study of
transmission patterns, dates and times among the WIS, NMSU,
and YPG computer systems determined the possible scenario that
sUbject I Iwas downloading data collected for subject
WIS in their contact with and accessing of YPG computers via
NMSU system.

b6
b7C

Investigation by Buffalo disclosed sUbject was
arrested by an officer of UB's Department of Public Safety on
10/8/92, and was initially charged with "misuse of a
computer." Information provided by the Director of
Engineering Computing at UB and officials at UB's Computing
and Information Technology Center indicated SUbject was
repeatedly warned about his unauthorized use of computers and
computer account passwords. He failed to heed the warning,
and when discovered by campus police using an unauthorized
computer terminal, he was arrested.

On 3/8/93, SUbject pled guilty to a reduced charge
of "disorderly conduct"; he received a $100.00 fine plus
$45.00 mandatory surcharge and was sentenced to perform 40
hours of community service at UB. Subject was "ordered" to
stay away from unauthorized computers.

b6
b7C

i,
According

hav~ng the account num er ena e ose w 0 had it to
~a-c-c-e~ss'various computel sys1ems at UB and other facilities
throughout the world. did not know the identities or the
number of~e in Israel to 'thom I ;::::::::::gave his computer
account. l---Jdid not know ifl Igave the computer
account to others which would enable them to access various
systems.

s~

2

,,



65W-BF-28197

Lead:

WMFO at NVMRA:

b3 FRCP, Rule 6(e)

..
I

i

1

WMFO, CERT, is requested to review and analyze
information enclosed, and thrrUgh li:isrn with DOD; determine
plausibility of scenario that was downloading data
collected for WIS in their contact w1th and accessing of YPG
computers via NMSU system. WMFO is requested to provide
results and recommendations to Buffalo.

b6
b7C
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FD·36 (Rev. 11-17-88)

DECLASSIFIED BY UC60322LP/PLJ/CC
ON 01-11-2012 ~

Q

FBI

b6
b7C

CLASSIFICATION:o TOPSECRETo SECRET
o CONFIDENTIALo UNCLAS EFT 0o UNCLAS

Date 5/20/94

PRECEDENCE:o Immediateo Priority
o Routine

SAC, BUFFALO
~~

ADIC, WMF~65W-BF-28197) (RUC)

I I

FROM

TO

TRANSMIT VIA:o Teletypeo Facsimile
~ 'AIRTEL.

WEIZMANN INSTITUTE OF SCIENCE;
ESPIONAGE-ISRAEL (COMPUTER HACKING);
(00: BUFFALO) ,

b7C

b7E

I
b6

b3 FRCP, Rule 6(e)

This communication is' classified "~in its

____________1·
entirety.

Reference Buffalo
telcall, 4/14/94, between BF
SAI ~

I :efe~~nQed BE airtel provideg COPi~r of the

requested t at WMFO, Nat~onaI computer cr~me Squ:~f~~~~S),
review the material and provide recommendations.

Enclosed for Buffalo are one copy each of 10
documents provided by Buffalo marked as exhibits described
below.

Approved:~ _ Transmitted
(Number)' (Ti e)

t,lAY 2 7 i"



65W-BF-28197
b3 FRCP, Rule 6(e)

The hard copy material provided by Buffalo to WMFO
for review has been destroyed at WiMFO. I I

I Iprovided by Buffalo have been filed as 6e
material under the Federal Rules of Criminal Procedure.

Summary Conclusion and Recommendation:

Based on a review of the enclosed material and
discussion with SAl I WMFO believ~s ·the subjeqt is/was a
low level cracker w1th only a rudimentary skill level. The
chance of the subject being a knowing agent of a foreign power
?ppears to be virtually nil. It is recommende~ the subject be
interviewed in order to bring this case to a logical
conciusion.

Details:

b6
b7e

The captioned case is. of the type virtually
identical to dozens of complaints received at WMFO in recent
years and worked as a Computer Fraud and Abuse matter
(Classification 264). This case would most likely not have
been worked at WMFO due to local prosecutive action. However,
we may have attempted to interview the subject to determine if
h w s onsible for more serious intrusions biE

This attack was very rudimentary. Most
sophisticated crackers weave through several network~ and
network nodes before attacking a system. This weaving
virtually precludes tracing the attack. Numerous systems on
the Int~rnet are "pinged" 'every day. The fact. that:- Yuma
Proving Ground systems are pinged means nothing. The NCCS is
aware of two crackers attacking a machine at the same time;
however, the proposed scenario that subject in New York was
downloading files in connec~ion with an attack from Israel
does not make sense since on the Internet it is just as easy
and· fast to move files to Israel as it i~ to New York.

The following points are based on the material
provided by BF:

reflectin

S~

2

interview of

b3 FRCP, Rule 6(e)
b6
bie



65W-BF-28197
b3 FRCP, Rule 6(e)

s~

3



e

65W-BF-28197

~-302 with attach~ents reflecting the interview ofl ~
L-..Jon 4/7/93. b3 FRCP, Rule 6(e)

b6
b7C

l

Contacts: Referral/Consult

RUC~

4*
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DECLASSIFIED BY UC60322LP/PLJ/CCo Ol~ 01-11-2012 e l

TRANSMIT VIA:,--=.A=I:.:.R:.;:T.::E.::L _

CLASSIFICATION:~~~~ET.=..-------- DATE: 8/10/94

F~Director, FBI 6 L""'O 0")
~: SAC, Buffalo (65W-BF-28197~~

r /' I lfl5W-B\= -~?> \ q1
Y?WEIZMANN INSTITUTE OF SCIENCE;

ESPIONAGE-ISRAEL(COMPUTER HACKING)
OO:BF

b6
b 7 C

This communication classified "~T" in its entirety.

Re FBIHQ teletype dated 4/7/94, anq :e~;nh;ne
conversations between FBIHQ, NSD, NS-1C, lOS I
and ~uffalo SAl 14/13/94, a=n~~1~6r=9~4-.------

b6
b7C

b7E
b6
b7C

As check of FOIMS was made on 8/10/94, and according to
FOIMS this investigation is still pending. Buffalo is requested
to immediately close this investigation, and provide FBIHQ with a
closing communication in this investigation.

11/{ b7E

~~~.
. ~~

'3~NERAl ONEG DPOS_
FOIMS b NEG 0 POS_
r.liNr:!!) IJ.t-lE(': 0 POS_
El~UR ONEG OPOS Class-:I:jE...eg~

r---lQ~Cw.iISi....-_Ow.lN~EG..:.." ....:.O=.:P:..:.(j~&_·_D =---~ .........
IL.....-- I

-'- ....
L...--,.,,.......J • :~~ (j/
~t7~~

~~~}b-f'P4M~'I
--------------------



DECLA;"F'ED BY UC603~2LP!PLJ/CC' "1
mJ 01-11-2012

FD-36 (Rev. 11-1?-88)

FBI

TRANSMIT VIA:o Teletype
o Facsimile
IKl AIRTEL

PRECEDENCE:o Immediate
o Priority
o Routine

CLASSIFICATION:o TOP SECRETo SECRETo CONFIDENTIALo UNCLAS EFT 0
o UNCLAS

Date 8/30194
. S

TO DIRECTOR, FBI

FROM SAC, Buffal

SUBJECT
WEIZMANN INSTITUTE OF SCIENCE;
ESPIONAGE-ISRAEL (COMPUTER HACKING)
00: BUFFALO

b6
b7C

Re FBIHQ airtel dated 8/10/94; and Buffalo telcal
of SAr~~~~~~~ lto lOS I I FBIHQ,
NSD, NS-lc on 8/30/94.

entirety.
This communication i!, classified US~ETU in its

___________----'1,

Based on information contained in re FBIHQ airtel
and re Buffalo telcal, Buffalo is conducting no further
investigation and is placing captioned matter in
status.

2 - Bureau

~
(1 - NS-1C)

- Buffalo
R;caem

searched Sfn"ializ.ed__-----
Inllet:e'4,.a._-_,"",""'_---1'1l0cl-----~~.§siE~~::::.

b7E

b6
b7C

Approved: _ Transmitted
(Nwnber) (Tim~)

Per _



ALL INFOP~TION CO~rrAINED

HEPEIN IS tnrCLASSIFIED
DATE 01-11-2012 BY UC60322LP/PLJ/CC

u.s. Department of Justice

In Reply, Please Refer to

fileNo.

Federal Bureau of Investigation

1400 Federal Building .
Buffalo, New York 14202
July 27, 1995

Honorable Patrick H. NeMoyer
United States Attorney
Western District ofNew York
138 Delaware Avenue
Buffalo, New York 14202
Attention: I I

Assistant United States Attorney

RE: United States v.
I I
Your File #92R1172

Reference your letter dated July 20, 1995,

A review by FBI Headquarters and in conjunction with FBI, Buffalo, determined
above matter did not meet the standard for continued investigation by the FBI.

It should be noted thatr Fas charged with and pled guilty to
disorderly conduct in the Town ofkriherst Court. He was fined and sentenced to perform
community service.

The facts ofthis matter reveal that] lis a low-level cracker with only a
rudimentary skill level whose attack was very rudImentary.

b6
biC

Supervisory Special Agent

Sincerely,

JOSEPH R. WOLFINGER
Special Agent in Charge

~~

,~

(2)

q?'

Dear1 _



.0
Memorandum ALL INFOPJorATION CONTAINED

HEREIN IS lU~CLAS5IFIED

DATE 01-11-2012 BY UC60322LP/PLJ/CC

I
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SAC, BUFFALO~-BF-28~

SAC, PHOENIX (65W-BF-28197)

I=="""""=""""",,,=====-~WEIZMANN INSTITUTE OF SCIENCEj
ESPIONAGE - ISRAEL
00: BUFFALO

Date 5/29/98

X FILE DESTRUCTION

Enclosed are 5 items.

These items are forwarded to your office since:

x You were 00 at the time our case was RUC'd.

Enclosures are described as follows:

3 l-A EXHIBITS

Ene. (5)
CJS:mke

2 FD-302 ORIGINALS

LABORATORY RESULTS

LATENT FINGERPRINT REPORTS

SURVEILLANCE LOGS

FD-192 (GREEN BULKY SHEETS)

TAX RETURNS

OTHER
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NOTE: DO\NOT BLOCK STAMP .ORIGINAL ENCLOSURES

'~. ,,60. Bf .. ~ ~lt}7 :~'1f
S£ARCHEO ·""IIIOEXEO-::--

~ SElWJZEO- fP!- flLEOtj{-

JUN 0 11998
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DATE 01-11-2012 BY UC60322LP/PL,J/CC "( II "':.~!1 ,,;;. -_.. :..:::".~" -. , -::;.~ .:~

FD-340 (Rev. 8-18-89)

8£-.:1t/Ci 7
Universal File Case Number &\".><-:&- 74ft7J 0

Field Office Acquiring Evidence ~ttqU6~

Serial # of Originating Document, _

Date Received 12-- I s""':. $'2--

From" ~1J~.JM)
. 1'~a'::m":"'e":"'of;;c:;-:o":"'nt::;rib::':'u7to:-:::;r)~----~----.'
~.

(Address of Contributor)

By ~4-
7"".....·"'1''''''''''' "~"'"11

To Be Returned 0 Yes ~o/
Receipt Given 0 Yes h
Grand Jury Material- Disseminate Only Pursuant to Rule 6 (e)
Federal Rules of Criminal Procedure

DYes 0 No

-~---;--------------"""-'t--~---b6
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Title:

Reference:~ ____,_,,...__-...,.....:_.,...__=_.,........,.___,_.,...__~--------
(Communication Enclosing Malerial)

./'
---~'------------~-Refer raIl Consul t

Description: w6riainal notes re interview of



FED ER..A.L BUREAU 0 F INVESTI GATIO N
FOIPA

DELETED PAGE INFORMATION SHEET

No Duplication Fees are charged for Deleted Page Infonnation Sheet(s).

Total Deleted Page(s) - 265
Page 3 - b6, b7C, b7E
Page 4 - b I, b6, b7C, b7E
Page 5 - b6, b7C, b7E
Page 6 - b6, b7C, b7E
Page 7 - b6, b7C, b7E
Page 8 - b I, b6, b7C, b7E
Page 9 - b6, b7C, b7E
Page 10 - b3 FRCP, Rule 6(e)
Page 11 - b3 FRCP, Rule 6(e)
Page 12 - b3 FRCP, Rule 6(e)
Page 13 - b3 FRCP, Rule 6(e)
Page 14 - b3 FRCP, Rule 6(e)
Page 15 - b3 FRCP, Rule 6(e)
Page 16 - b3 FRCP, Rule 6(e)
Page 17 - b3 FRCP, Rule 6(e)
Page 18 - b3 FRCP, Rule 6(e)
Page 19 - b3 FRCP, Rule 6(e)
Page 20 - b3 FRCP, Rule 6(e)
Page 21 - b3 FRCP, Rule 6(e)
Page 22 - b3 FRCP, Rule 6(e)
Page 23 - b3 FRCP, Rule 6(e)
Page 24 - b3 FRCP, Rule 6(e)
Page 25 - b3 FRCP, Rule 6(e)
Page 26 - b3 FRCP, Rule 6(e)
Page 27 - b3 FRCP, Rule 6(e)
Page 28 - b3 FRCP, Rule 6(e)
Page 29 - b3 FRCP, Rule 6(e)
Page 30 - b3 FRCP, Rule 6(e)
Page 31 - b3 FRCP, Rule 6(e)
Page 32 - b3 FRCP, Rule 6(e)
Page 33 - b3 FRCP, Rule 6(e)
Page 34 - b3 FRCP, Rule 6(e)
Page 35 - b3 FRCP, Rule 6(e)
Page 36 - b3 FRCP, Rule 6(e)
Page 37 - b3 FRCP, Rule 6(e)
Page 38 - b3 FRCP, Rule 6(e)
Page 39 - b3 FRCP, Rule 6(e)
Page 40 - b3 FRCP, Rule 6(e)
Page 41 - b3 FRCP, Rule 6(e)
Page 42 - b3 FRCP, Rule 6(e)
Page 43 - b3 FRCP, Rule 6(e)
Page 44 - b3 FRCP, Rule 6(e)
Page 45 - b3 FRCP, Rule 6(e)
Page 46 - b3 FRCP, Rule 6(e)



Page 47 ~ b3 FRCP. Rule 6(e)
Page 48 - b3 FRCP. Rule 6(e)
Page 49 - b3 FRCP. Rule 6(e)
Page 50 - b3 FRCP. Rule 6(e)
Page 51 - b3 FRCP. Rule 6(e)
Page 52 ~ b3 FRCP. Rule 6(e)
Page 53 - b3 FRCP. Rule 6(e)
Page 54 - b3 FRCP. Rule 6(e)
Page 55 ~ b3 FRCP. Rule 6(e)
Page 56 - b3 FRCP. Rule 6(e)
Page 57 - b3 FRCP. Rule 6(e)
Page 58 - b3 FRCP. Rule 6(e)
Page 59 - b3 FRCP. Rule 6(e)
Page 60 ~ b3 FRCP. Rule 6(e)
Page 61 - b3 FRCP. Rule 6(e)
Page 62 - b3 FRCP. Rule 6(e)
Page 63 ~ b3 FRCP. Rule 6(e)
Page 64 - b3 FRCP. Rule 6(e)
Page 65 - b3 FRCP. Rule 6(e)
Page 66 - b3 FRCP. Rule 6(e)
Page 67 - b3 FRCP. Rule 6(e)
Page 68 ~ b3 FRCP. Rule 6(e)
Page 69 - b3 FRCP. Rule 6(e)
Page 70 - b3 FRCP. Rule 6(e)
Page 71 - b3 FRCP. Rule 6(e)
Page 72 - b3 FRCP. Rule 6(e)
Page 73 - b3 FRCP. Rule 6(e)
Page 74 - b3 FRCP. Rule 6(e)
Page 75 - b3 FRCP. Rule 6(e)
Page 76 - b3 FRCP. Rule 6(e)
Page 77 ~ b3 FRCP. Rule 6(e)
Page 78 - b3 FRCP. Rule 6(e)
Page 79 - b3 FRCP. Rule 6(e)
Page 80 ~ b3 FRCP. Rule 6(e)
Page 81 - b3 FRCP. Rule 6(e)
Page 82 - b3 FRCP. Rule 6(e)
Page 83 - b3 FRCP. Rule 6(e)
Page 84 ~ b3 FRCP. Rule 6(e)
Page 85 - b3 FRCP. Rule 6(e)
Page 86 - b3 FRCP. Rule 6(e)
Page 87 - b3 FRCP. Rule 6(e)
Page 88 ~ b3 FRCP. Rule 6(e)
Page 89 - b3 FRCP. Rule 6(e)
Page 90 - b3 FRCP. Rule 6(e)
Page 91 - b3 FRCP. Rule 6(e)
Page 92 - b3 FRCP. Rule 6(e)
Page 93 ~ b3 FRCP. Rule 6(e)
Page 94 - b3 FRCP. Rule 6(e)
Page 95 - b3 FRCP. Rule 6(e)
Page 96 ~ b3 FRCP. Rule 6(e)
Page 97 - b3 FRCP. Rule 6(e)



Page 98 ~ b3 FRCP. Rule 6(e)
Page 99 - b3 FRCP. Rule 6(e)
Page 100 - b3 FRCP. Rule 6(e)
Page 101 - b3 FRCP. Rule 6(e)
Page 102 - b3 FRCP. Rule 6(e)
Page 103 ~ b3 FRCP. Rule 6(e)
Page 104 - b3 FRCP. Rule 6(e)
Page 105 - b3 FRCP. Rule 6(e)
Page 106 - b3 FRCP. Rule 6(e)
Page 107 - b3 FRCP. Rule 6(e)
Page 108 - b3 FRCP. Rule 6(e)
Page 109 - b3 FRCP. Rule 6(e)
Page 110 - b3 FRCP. Rule 6(e)
Page 111 ~ b3 FRCP. Rule 6(e)
Page 112 - b3 FRCP. Rule 6(e)
Page 113 - b3 FRCP. Rule 6(e)
Page 114 ~ b3 FRCP. Rule 6(e)
Page 115 - b3 FRCP. Rule 6(e)
Page 116 - b3 FRCP. Rule 6(e)
Page 117 - b3 FRCP. Rule 6(e)
Page 118 - b3 FRCP. Rule 6(e)
Page 119 - b3 FRCP. Rule 6(e)
Page 120 - b3 FRCP. Rule 6(e)
Page 121 - b3 FRCP. Rule 6(e)
Page 122 - b3 FRCP. Rule 6(e)
Page 123 - b3 FRCP. Rule 6(e)
Page 124 - b3 FRCP. Rule 6(e)
Page 125 - b3 FRCP. Rule 6(e)
Page 126 - b3 FRCP. Rule 6(e)
Page 127 - b3 FRCP. Rule 6(e)
Page 128 ~ b3 FRCP. Rule 6(e)
Page 129 - b3 FRCP. Rule 6(e)
Page 130 - b3 FRCP. Rule 6(e)
Page 131 ~ b3 FRCP. Rule 6(e)
Page 132 - b3 FRCP. Rule 6(e)
Page 133 - b3 FRCP. Rule 6(e)
Page 134 - b3 FRCP. Rule 6(e)
Page 135 - b3 FRCP. Rule 6(e)
Page 136 ~ b3 FRCP. Rule 6(e)
Page 137 - b3 FRCP. Rule 6(e)
Page 138 - b3 FRCP. Rule 6(e)
Page 139 - b3 FRCP. Rule 6(e)
Page 140 - b3 FRCP. Rule 6(e)
Page 141 - b3 FRCP. Rule 6(e)
Page 142 - b3 FRCP. Rule 6(e)
Page 143 - b3 FRCP. Rule 6(e)
Page 144 ~ b3 FRCP. Rule 6(e)
Page 145 - b3 FRCP. Rule 6(e)
Page 146 - b3 FRCP. Rule 6(e)
Page 147 ~ b3 FRCP. Rule 6(e)
Page 148 - b3 FRCP. Rule 6(e)



Page 149 - b3 FRCP, Rwe 6(e)
Page 150 - b3 FRCP, Rwe 6(e)
Page 151 - b3 FRCP, Rwe 6(e)
Page 152 - b3 FRCP, Rwe 6(e)
Page 153 - b3 FRCP, Rwe 6(e)
Page 154 ~ b3 FRCP, Rwe 6(e)
Page 155 - b3 FRCP, Rwe 6(e)
Page 156 - b3 FRCP, Rwe 6(e)
Page 157 - b3 FRCP, Rwe 6(e)
Page 158 - b3 FRCP, Rwe 6(e)
Page 159 - b3 FRCP, Rwe 6(e)
Page 160 - b3 FRCP, Rwe 6(e)
Page 161 - b3 FRCP, Rwe 6(e)
Page 162 ~ b3 FRCP, Rwe 6(e)
Page 163 - b3 FRCP, Rwe 6(e)
Page 164 - b3 FRCP, Rwe 6(e)
Page 165 - b3 FRCP, Rwe 6(e)
Page 166 - b3 FRCP, Rwe 6(e)
Page 167 - b3 FRCP, Rwe 6(e)
Page 168 - b3 FRCP, Rwe 6(e)
Page 169 - b3 FRCP, Rwe 6(e)
Page 170 - b3 FRCP, Rwe 6(e)
Page 171 - b3 FRCP, Rwe 6(e)
Page 172 - b3 FRCP, Rwe 6(e)
Page 173 - b3 FRCP, Rwe 6(e)
Page 174 - b3 FRCP, Rwe 6(e)
Page 175 - b3 FRCP, Rwe 6(e)
Page 176 - b3 FRCP, Rwe 6(e)
Page 177 - b3 FRCP, Rwe 6(e)
Page 178 - b3 FRCP, Rwe 6(e)
Page 179 ~ b3 FRCP, Rwe 6(e)
Page 180 - b3 FRCP, Rwe 6(e)
Page 181 - b3 FRCP, Rwe 6(e)
Page 182 - b3 FRCP, Rwe 6(e)
Page 183 - b3 FRCP, Rwe 6(e)
Page 184 - b3 FRCP, Rwe 6(e)
Page 185 - b3 FRCP, Rwe 6(e)
Page 189 - b3 FRCP, Rwe 6(e)
Page 190 ~ b3 FRCP, Rwe 6(e)
Page 191 - b3 FRCP, Rwe 6(e)
Page 192 - b3 FRCP, Rwe 6(e)
Page 193 - b3 FRCP, Rwe 6(e)
Page 194 - b3 FRCP, Rwe 6(e)
Page 195 - b3 FRCP, Rwe 6(e)
Page 196 - b3 FRCP, Rwe 6(e)
Page 197 - b3 FRCP, Rwe 6(e)
Page 198 ~ b3 FRCP, Rwe 6(e)
Page 199 - b3 FRCP, Rwe 6(e)
Page 200 - b3 FRCP, Rwe 6(e)
Page 201 - b3 FRCP, Rwe 6(e)
Page 202 - b3 FRCP, Rwe 6(e)



Page 203 - b3 FRCP, Rwe 6(e)
Page 204 - b3 FRCP, Rwe 6(e)
Page 205 - b3 FRCP, Rwe 6(e)
Page 206 - b3 FRCP, Rwe 6(e)
Page 207 - b3 FRCP, Rwe 6(e)
Page 208 ~ b3 FRCP, Rwe 6(e)
Page 209 - b3 FRCP, Rwe 6(e)
Page 210 - b3 FRCP, Rwe 6(e)
Page 211 - b3 FRCP, Rwe 6(e)
Page 212 - b3 FRCP, Rwe 6(e)
Page 213 - b3 FRCP, Rwe 6(e)
Page 214 - b3 FRCP, Rwe 6(e)
Page 215 - b3 FRCP, Rwe 6(e)
Page 216 ~ b3 FRCP, Rwe 6(e)
Page 217 - b3 FRCP, Rwe 6(e)
Page 218 - b3 FRCP, Rwe 6(e)
Page 219 - b3 FRCP, Rwe 6(e)
Page 220 - b3 FRCP, Rwe 6(e)
Page 221 - b3 FRCP, Rwe 6(e)
Page 222 - b3 FRCP, Rwe 6(e)
Page 223 - b3 FRCP, Rwe 6(e)
Page 224 - b3 FRCP, Rwe 6(e)
Page 225 - b3 FRCP, Rwe 6(e)
Page 234 - b3 FRCP, Rwe 6(e), b6, b7C
Page 235 - b3 FRCP, Rwe 6(e), b6, b7C
Page 236 - b6, b7C
Page 237 - b6, b7C
Page 238 - b6, b7C
Page 239 - b6, b7C
Page 240 - b6, b7C
Page 241 ~ b6, b7C
Page 251 - b 1, b6, b7C, b7E
Page 252 - b 1, b6, b7C, b7E
Page 257 - b3 FRCP, Rwe 6(e)
Page 258 - b3 FRCP, Rwe 6(e)
Page 259 - b3 FRCP, Rwe 6(e)
Page 260 - b3 FRCP, Rwe 6(e)
Page 261 - b3 FRCP, Rwe 6(e)
Page 262 ~ b3 FRCP, Rwe 6(e)
Page 263 - b3 FRCP, Rwe 6(e)
Page 264 - b3 FRCP, Rwe 6(e)
Page 265 - b3 FRCP, Rwe 6(e)
Page 266 - b3 FRCP, Rwe 6(e)
Page 267 - b3 FRCP, Rwe 6(e)
Page 268 - b3 FRCP, Rwe 6(e)
Page 271 - Re ferral/Dire ct
Page 272 ~ Re ferral/Dire ct
Page 276 - Re ferral/C onswt
Page 277 - Re ferral/C onswt
Page 278 - Re ferral/C onswt
Page 279 - Re ferral/C onswt



Page 280 - Re ferrallC onsult
Page 28 1 - Re ferrallC onsult
Page 282 - Re ferrallC onsult
Page 283 - Re ferrallC onsult
Page 284 - Re ferrallC onsult
Page 285 ~ Re ferrallC onsult
Page 286 - Re ferrallC onsult
Page 287 - Re ferrallC onsult
Page 288 - Re ferrallC onsult
Page 289 - Duplicate
Page 290 - Duplicate
Page 291 - Duplicate
Page 292 - Duplicate
Page 293 ~ Duplicate
Page 294 - Duplicate
Page 295 - Duplicate
Page 296 - Duplicate


